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« (57) Abstract: A method and sysiem of adding functionality 10 an Iniernel browser interface (20). In one embodiment of the present
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METHOD AND SYSTEM OF FACILITATING AUTOMATIC LOGIN TO A WEB -
SITE USING AN INTERNET BROWSER

CROSS-REFERENCE TO RELATED APPLICATIONS

[oo1} This application is a Continuation-In-Part of United States Patent Application
Serial No. 09/429,585, filed on Octobér 28, 1999, and a Continuation-In-Part of United States
Patent Application Serial No. 10/015,816, ﬁ]e,c_i on November 1, 2001, entitled Method And
' SyStem Of Facilitating On-Line Shopping Using .An Internet Browser, both currently
pending. Thfs application also claims priority to U.S. Provisional Patent Application Serial
No. 60/331,565, filed on November 16, 2001.

FIELD OF THE INVENTION

[002] The present invention is directed to a method and system for adding

" functionality to an Internet browser interface.

BACKGROUND OF THE INVENTION

[003] When accessing the Internet (i.e., the worldwide web, the web, etc.), an
: Intemet'ﬁser typically launches or activates, via a computer, a browser software brogram '
" such as, for ex_ample; Netscape‘ Névigaiorm or Microsoft Internet Explorer™. The browser
program (also referred to herein as a browser) establishes a link between the user’s computer
and the Internet (yia a modem and an ]niemét Service Provider (ISP), for example) and also

" provides >a 1e>_<tu.al and graphical- user interface, i.e., a browser interface, having a
predetenninéd Jook and functionality, neither of which can currently be signiﬁcamly changed
by the Internet user. ‘Thus, the browser interface remains relatively static as the Internet user
navigates the Internet, moving from web site to web site, application to application, or HTML
(Hyper-text Mafk;up Language) page to HTML page.

[004] Limited control ‘of( the browser interféce is currently available via an
executable software program that may, for example, add functional buttons to the browser .

interface. However, the additional functionality is added to the browser interface when the

SUBSTITUTE SHEET (RULE 26)
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browser is initially activated and remains static thereafter. Thus, it is not possible for a
browser displaying a browser interface modified as just-described 1o dynamicall& download - -
information from an Intemet site and customize itself, either when the browser is initiated or
as the users navigates the Internet. Such a modified browser interface also does not provide
access to the varioué'brdwser Application Programming Interfaces (APIs) for Plug-ins and
interféces. It is thus desirable_ tq' provide a method for modifying a browser interface, and to
provide a brqwser interface, that overcomes the above-described shortcomings of the prior
art.

[005] Wher.l- accessing icenain web sites, it_ may Be necesgéry for a user to enter a
user identifier and password before being permitted to access data via théi web site specific to
that user. For..exan.l'ple, most ﬁnéncial instirutions; investment companies, and other service-
providing entities, including, but ndt limited to on-line shop'ping web sites, permit a user (or
client of the entity) to access his or her account(s) via the lntemet For obvnous reasons, such
access Is predxcated on the user entering certain user-specific information pnor to oblammg
access the user’s account. For exan;rple, to set up an on-line account, a user may be required
to provide centain user-specific information such as, for example, a -ﬁser identifier and
password. " Once that user-speciﬂc information is prox'idgcj and an on-line ;cxccount is
establfshed, the user may only access his or her on-line account by providing the user-specific
information as part of a login process.

[006] | It is not uncommon for a user to maintain a plurality of on-line accounts (with
a plurality of financial institutions, investment 'companies, and other servicg-provid_ing
entities) that may be accessible via a plurality of web sifes. While it is conceivable that a user
ﬁay use the same login identifier and passwords for each of the plurality of web sites, such a
practice is not recommended. In fact, a more desirable and recommended practice is to use

different login identifiers and password for each on-line account. That will increase security
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. of the user’s on-line éccounts and reduce the possibility of unauthorized access 10 those
accounts if someone happens to obtain one of the user’s login identifiers and passWords.
However, using different login iaentiﬁers and passwords for each on-line.account present its
own problems; not the least of which is remembering each login ide.miﬁver and password.
[007] . It is also desirable for a user t‘o' retrieve information from one or more web

. sites, without having to navigate to each web site. It is further desiréble to obtain such

information simply and quickly using an Internet browser.

- SUMMARY OF THE INVENTION

[008] The present invemibn is directed 10 a method andr system of adding
functionality to an Internet browser interface. In one embodiment of the presént invention,
‘the added functionality may facilitate automatic login to a web site using an Intenet browser.

In another embodiment, the addedi fuhclionality ‘may enable the user to perform various tasks

using th‘eilme_met browser such as, by way of non-limiting example, performing vario-us tasks
" required to navigate one or more Web pages, or Ito retrieve information desired by the user

from one or more web pages 'orvweb sites.

[009] ~ In accordance with emboAdiménts of the present invention, computer code is

communiéated ﬁoﬁl a server 10 a user’s coAmputer that adds certain functionality 10 the user’ s

‘Internet broﬁ'ser. The present invention thus provides dynamic control of an Intemmet browser

interface by enabling a user to selectively add buttons and/or. toolbars to the browser

interface, and to add features and functionality to the browser. In a preferred embodiment,

the computer code enables a user to modify the-browser'ihterface by selectively adding an

interface object to the lmemet_br'ow'ser imerface. The interface object may compriSe a button

that may be added to the browser interface as part of an existing toolbar, or as part of a new

toolbar added to the browser interface. The button enables a user to access a merchant list

and also adds automatic login functionality to the browser. Access to ‘the merchant list
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enables a user to adds merchants, edit merchants, and select a merchant for automatic login.
Once the button is added to the browser interface, the user may click on the ad-ded button, - -
generally referred to herein as an'a‘utomatic login button, and ga_in access to a pull-down
ménu which displays one or more merchants as a merchant list. By selecting one 6f the
merchants on the mef@:haﬁt list, the functionality added to the browser in accordance with the
preseﬁt invention will cause ;h_é user to automatically login to the selected merchant and
cause the Qser’s_ browser to navigate to the merchant’s web site. That process is ess;:ntially
transparent to the ﬁser and initiated with the user’s selection of a merchant from the merchant.
list.

' [OOle The automatic login functionality provided in ’accordaﬁce with the present
‘in‘vention preferably utilizes a seéure login proce’sé that requires the- user to enter a security
key before the automatic login p'rocéss 1o the selected mercham will be completed. If a user
has not previously entered the security key during a panicular_lhteme,t séssion,Aor if ihe user
entered a secvurityikey during a session, and a predeiennined’amount of time has passed sincé
enteﬁng the security key, the user will be prompted to enter a security as part of the automatic
login process. Only after entering a correct security key will the authﬁatic login process
proceed. The just-described secure ‘login process may be carried out by a secure séwer and
the usér’s computer.

[0011] If a user has securely logged in 0 a security server during an Internet session,
a secure cookie may be communicated from the secure server and stored on the user’s
computer. If thé secure cookie is present on the user’s computer and valid (i.e., if it has not
expired, for example), the secure cookie is communicated by the computer code to the secure
server as part of a first request when the user selects a merchant from the merchant liét. The
secure server receives the requevst and determines if it contains a secure cookie, and if the

secure cookie is valid. If a valid secure cookie is included in the first request, the secure
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. server communicates an affirmation to the computer code which, in turn, c'ommunicates a
second request 1o a feed server (which may be the same or different from the secure 'sgf\'_er, as
a matter of design choice). The second réquest includes a user idemiﬁ_ér and a merchant
identifier. When the feed sel;ver receives the second request, it cdmpares the user.identifier
and merchant identiﬁer> with the database enﬁriés_to determine if there is a match. If a match
is found, the feed ser;/er communicates a request for credentials to anothef server, which méy
be the secure server. That other server includes a secure database having a plurality of data
'f;:)r a plurality of users. Each user’s data is identifiable By a user 'identiﬁe‘r, and may include a
login identifier and password for each of a pluralit-y of merchants,‘ with each of the plu_rélity '
of merchants having an associgted merchant rules file. Each database entry consisting of a

login identifier, password. and merchant rﬁlcs file may also be referred to herein as »
credentials. Once the cred_entials associated Wi_t_h the merchant selected by the user have bégn

~ identified, that other server communicates the credentials to the user’s computer. Upon.
receipt of the credentials, the computer code ‘provided in accordance with the present
invention caus-es.the userfs browser to navigate to .a predetermined web page of the selected
merchant, sqch as a ldgin web page, fo; éxample, and automatically popplales any fields in
that web page necessary for a user to login and access that user’s accouﬂt. Again, that
process is transparent to the user. If the automatic login is successful, a merchant web page
that typically follows a~successﬁl login will be communicated by the merchant’s server and
displayed in the user’§ browser window. |

[0012] Thus, by selecting a merchant from the merchant list, a user can automatically
navigate and login to tha(‘merch.ant’s web page, and access the user’s account.

[0013] As used hereih', the term controlling and contréllable refer to, by way of non-
limiting example, adding to, removing from, and modifying an Internet browser interface.

An Internet browser interface, as referred to herein, means the visual or aural presentation
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presented to a browser user, and via which a user interacts with the browser. The term
customize (and variations theréof) may also be used herein to describe the cohtrollability .
provided in accordance wifh the present invention. As used herein, the term dynamically
cohtrolling (and variations thereof) refers to a method by which a part of an Internet browser
inie_rface (i.e., an interface object) may be selectively added, disb]ayed and periodically
changéd or updated.

[0014] A browser, as used herein, is given its general, art recognized meaning, and
generally refgrs 10 a software program that provides an-interface to the World Wide Wéb or
Internet. The broWser enable§ an Internet user to navigate the lmerﬁet and establish a
" connection to various Internet sites (also referred to herein as web siteS) and view the web
'pa'ge(s) provided at th_e various Irﬁemet sites by~<;o'ntent providers. A browser is specifically
capable of calling an ActiveX control or Plug-in via an Internet site. The browser also
enables an Internet user to navigate between an.d among ]nte;‘nét sites, i.e., to surf the web.
The browser provides a browser interface to the Internet user, the format of which is
determined ny the provider of the brbwser software program. The browser ihtcrface typically
defines the layout (e.g., color, size, number and location) and func’tional.ity pro;/ided by ihe
browser to the Internet user. The browser interface may comprise a ﬁrst. parent wi.n.dow that
typicail_y defines the general size, color, and layout of the browser interface and includes
window control bunons (e.g., minimize, close, etc.). The browser interface may also
comprisé a second parent window (that may be a child ’tovthe first parent window), and one or
more windows dependent from the second pareni. The second parent and its dependenf
windows may provide, for example, various information (advertisements, coup;)ns, news,
HTML links, etc.) and functionality (toolbars, pull-down menus, Plug-ins, applications, etc.)

to the Internet user.
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- [0015]). An ActiveX control, as used herein, refers to a tool for linking desktop
applications for ths Internet and is based on art recognized, Microsoﬁ-deyéloped
speciﬁcations. A Plug-in, as used herein, refers to a type of program deve_ioped for use with
Netscape browsers and that integrates with a larger application (e.g., a browser software
. program) to add a specific functionality or 'cz‘ii)ability to that larger program. An ActiveX
control and a Plug-in as described above and as referredvto herein may be used with any
Internet browser.

‘[0016] As used herein, the term Internet site (or web silé) refers to a location on the
Internet defined by an Internet addre_ss or URL (uniform or uriiveisal resource locator). As
used herein, the term Internet web page .refers to a-collection of hypertext markup languaige
(HTML) commands provided at an Intemnet site that provides formatting information for the
text, graphics, and functionality to create a hypgnext document that may be displayed on an
lmemet-User’s-compuler display viei a browser. For example, an Internet user enters a URL
. 10 establish a- connection to an Internet site, aiid that Internet site provides HTML commands
to the user’s brov-vser to enable-disi)lay of that Internet site’s web page on the user’s computer
display. The browser iiiterprets HTML commands embedded in a web page and uses HTML
Acsmmand's to format the text and graphics for that web page. - |

{0017] ~ The present invention provides advant.ages 10 an Internet user, an Internet
;onient provider, and to an lntemst Service Provider (ISP). For an Internet user, the present
invention provides a method of dynamically controlling or customizing that user’s Internet
browser interface. The Internet user may now customize the browser interface so that each
time the user accesses the lntgrriet usi_ng ‘a browser, user-defined _ information and/or
functionality (also collectively referred to herein as information) will be displayed with the

browser interface. For example, the user may include bookmarks, address and phone books,



WO 03/038640 : _ PCT/US02/34510

8

personal financial information, personalized news, and various functionality such as is
available via ActiveX contrél and Plug-ins.

[0018] In addition, if an Internet user has an account with a content provider, that
usér’s specific account information may now be dynamically displayed with the brbwsér
inié;face by the broﬁvser; Currently, an Internet user can only acéess that user’s specific
account infonﬁation while c'onn_é‘cled to the content provider’s Internet site. The user must
return to the content provider’s site to receive updated account information. -The account
information is not displayéd with the browser interface once user leaves that Internet site.
The present inventivon provideé a method of dynamically comrdlling and a dynamically
~ controllable browser interface that enables an Internet user to displé-y with the browser
interface and éontiﬁuously update.-information and/ér functionality specific to that user.
[0019] ~ For a content provider, the present invention ensures that an Intemet user (via
_a browser) automatically establishes a connection to that co_n'tent proﬁder’s_ Internet site
every time that usver- accesses the Internet using a browser. Thus, as soon-as an Internet user
causes a browser to execute (bybselecting a browser icon, for example), the browser
automatically establishes a connection to the content proi'ider’s ]mem.et site to load that
user’s - customized browser interface information. The present invention ﬁay also
periodically and automatically cause the user’s browser to connect to the content provider’s
Internet site while the browser is active and while the user surfs the web. In-one
embodiﬁment, the content provider may provide an Internet user with access 1o a program for
controlling the browser interface. Once the Internet usér has accessed that controll_ing
proéram 10 customize that user’s browser interface, a coﬁnection to that content provider may
bé automatically established by that user’s browser every time that user accesses the lﬁtemet.
Thus, and in contrast to currently available broﬁ'sers which establish a connection to an

Internet site only when the user enters a URL (or otherwise positively acts to cause a
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connectio‘n 1o be established such as, for example, by selecting a link or banner
advertisement), the present invention automatically establishes a connection -to- the content -
provider when the browser is inifialed, independent of any home- web page selection pre-
p-rogrammed into the browser, whether by the Internet user or browser vendor. Once that
initial conneét_ion i§ estéblished, the content provider may load user-specific information
_and/dr functi.onality to the lnt_emet user’s computer for display with that user’s browser
interface.
[0020] _In .a.ddition‘,‘ the content provider can also periodically cause the browser to
automatically reconnect to that content provider’s .Imeme.t site to >update, download new, or
otherwise communicate information and/or functionality -for the ]niemet user’s browser
interface. For exram_ple, if an Internet user subgcribes to an email servjcg of the content
provider, email messages for thaf Internet user received by the content provide may be
automatically communicated to the Internet user even though _thé, user ig “surfing” e]Sewhere. _
When the .u_vser’s-browser initially establishes a connection 1o the content provider’s Internet
sité upon execution of that user’s browser, the information communicated. by the content
provider to the Internet user includes instructions for the br.owser to perj-odically reconnect to
the c'omgﬁt provider’s Internet sile.. Thus, regardless of the number of Internet sites the user
acceéses, and regardless of the particular Internet site cﬁnéntly accessed by a user, a
connection back to the content provider’s Internet site will be automatically established at
intervals determined by the content provider; those recohnections-being transparent to the
Internet user e*cept when the user receives a notification from the content provid;r (i.e., new
mail has arrived). Thus, the browser interface may bé dynamically controlled as the Internet
user surfs the web. For an ISP, the benefits are at least as great as for a content provider.
[0021} Initially, the browser interface for an Internet user must bé customized using a

software program that may be provided by the content provider or ISP, or that may be
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- available on the user’s computer. The software program, referred to hereinafter as computer
code, a controlling program or a program for controlling (and other variationo t_horeof),
changes the manner in which the. user’s broWser functions. More specifically, the controlling ‘
program downloads or creates a library file on the Internet user’s computer. The library file
- may be, for example, a Dynamic Link L.ibrary (DLL) (for a Windows operating system) that
creates a shell (or plurality of shells) within the browser and witbin which varioos
information and/or functionality may be loaded as an ActiveX control or Plug-in. The library
file includes ActiveX control or Plug-in functionality thar deﬁnes.an interface object added to
the browser interface in accordance with the present invention.r When an Intemet user
launches or activates a browser,. the librar}' file is ooened and the ActiVeX control or'PIug.-in
code contained within that file is Vmade available to the browser and incorporated into the
browser interface, thus cauéing the imerfabe_ _object to be displayed with the browser
_interface.” The library file, and consequently, the shell (or shells), remain open as long as the -
. browser is acrivated, géneraily as long as the user is surfing the web. Thus, the information
and/or functionality for custornizing the browser interface and loaded in the shell remain
active even as the user-moves from _Imerr)et site to Internet site. When used in this context
. herein, the terms information and functionality refer to any information, data, and/or -
software-driven functionality that can be contained in or part of the library file.
[0022] The library file also causes the browser to establish a connection to the content
provider’s Internet sire when the browser is initially activated by the user. The content
provider’s Internet site will load information and/or functionality for the interface object to
the user’s computer for use in the browser and for dnsplay in the browser interface. The
information and/or functronalrty loaded by the content provxder may be specific to an Internet

user if, for example, that user has an account with the content provider. Alternatively, the
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content pfovider may load general information and/or functionality if, for example, the
Internet user does not have an account with the content provider (i.e., is a guest). '

[0023] The present invention uses an object linking and embedding (OLE) in-process
séwer to control the information and/or functionality of a browser interface. Usiﬁg an
‘ActiveX contfo_l or é'bréwsér Plug-in (each being referred to hereiﬁ as a browser interface
Qverléy (BIO) Library) contained in a library file, virwally any information and/or
functionali..ty_available with an ActiveX control or Plug-in mayAbe added to a browser
interface using the presem' invention. The library file (via the BIO Library) thus includes the
code required to customize, i.e., add, remove and/or_modify, the bréwser interface.

[0024] Once an Internet user has accessed the controlling prdgramand customized
| the operation of Ih.at user’s browser, the customizéd browser interface is displayed when the
browser is activated. In. contrast to prior art browser mddiﬁcation methods, the present
_ invention provides a method and browser interface that may be dyr;amicallly cdnlrolled. ‘
Updated or changed information and/or functionality may be communi_cated to the _browsér
and displayed in the browser interface as the Intemet user surfs the web and while
maintaining the customized information and/or funct_ionalify of the browser interface. Thus,
an Internet user may automatically receive up-to-date information such as, for exaﬁble, stock
quotés, email, new headlines, at that user’s browser imerfacei, at any Internet site and as long
as the user is surfing the web using the browser. |
[0025] The present invention also provides a method and system of facilitating on-
line shopping By modifying a browser interface tb provide a shopping assistant bunon.and
functionality. ‘The modified browser interface providéd in accordance with this embodiment
of the present invention simplifies on-line shopping by creating a wallet for each shépper or
user. The wallet is stored iﬁ a .database on a secure server and may be accessed, used, or

modified only by the user and only in connection with a user-provided security key. The
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wallet contains user-supplied information that may be directly ported 10a supponed merchant
check-out web page. Thus, when a user is shopping on-line at a suppo"rted merchant’s web _
site, and desired to purchase certain merchandise and/or services from that merchant, the
present invention provides the user with access to his/her wallet and facilitates porting of the
data contained in the wallet to quickly and effonléssly fill out the merchant’s order forms
provided' at the merchant’s check-out web pages.
[0026) In yet another embodiment of the present invention, automatic login
funclionality may be added to. the Internet browser. The steps fO( adding an automatic Ibgin
interface object to the browser interface are the same as described above with regard 1o the
various other embodimen;s of the pregem'inventibn. Thus, those steps ﬁeed not be répealed
for this embodiment. An automatic login iﬁterface object adds various functionality to the -
browser such as, by way of non-limiting eXample», access to a mgrchant list and the ability 10
revise, add, and/or remove merchants fr‘om the list, and the ability to autoAmaticablly login 10 a
selected fn.erchant web site. It should be noted that although a “merchant site” is referred to
herein in connection with this embodimeni, the présem invention is applicable to any web site
at wﬁich a user nﬁay éstablish an on-line account which méy require a user to enter iogin,
password, and/or other user data {0 acc.egs the user’s account via that web sife. ’
[0027] Other objects ahd features of the present invention will become apparent from
the following detailed description, considered in conjunction with the accompanying drawing
“figures. Itis to be. understood, however, that the drawings are designed solely for the .purpose
of illustration and not as a definition of the limits of the invention, for which reference should

be made to the appended claims.

BRIEF DESCR]P"TION OF THE DRAWINGS

[0028] . In the drawing figures, which are merely illustrative, and wherein like

reference characters denote similar elements throughout the several views:
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(0029] FIG. 1 depicts a view of a prior art Internet browser interface;
[0030] ' FIG. 2 depicts a view of an Internet browser interface 'including an inierfaée

object in the browser toolbar in accdrdance with an embodiment of thé present invention;
[0031) FIG. 3 depicts a view of an Internet browser interface having an interface
" toolbar including .imerface object in accordance with an embodiment of the present invention;
[0032] FIG. 4 depicts a view of an Internet browser interface having an interface
toolbar including a plurality éf interface objects in accordance with an embodiment of the
present invention; |
[0033] FIG. 5 is a flow diagram of a method .of controlling an Internet bro@xr
interfac¢ in accordance with the present invention; |
[0034] .F]CS. 6-9 are a flow diagrams éfa method of cohtrolling_an’d displaying an
lnteme:t browser interface in 'accbrdance with various embodiments of the present invention;
[0035] . FIG. 10 is a schematic block diagram of a computer goﬁnécted o the Internet
and upon which the present invention may be implemented;
~ [0036] | FIG. 11 is an exe.mplary screen shot of an Internet brow.ser> in_lerface having a
shopping assistant button in accordance with an embodiment of the present invehlion;
[0037] FIG. 12 is an exemplary screen shot of a wallet set-up web page in accordance
with an embodiment of the present invemiqn;
[6038] FIG. 13 is an exemplary screen shot of a wallet data entry web page in
accordance with an embodiment of the present invention;. |
[0039) . FIG. 14 is an exemplary screen shot of a wallet summary web pagein

accordance with an embodiment of the present invention;
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- [0040] FIG. 15 is an exemplary screen shot of a security key window in accordance
with an embodiment 6f the present invention; |

[0041] FIG. 16 is an exemplary screen shot of a wallet information window in

accordance with an embodiment of the present invention;

. [0042] FIG. 17 .is an exemplary scréeh shot of suppbned merchant check-out web
page in accordance w;th an embodiment of the present invemion;

[0043]) FIGS. 18A - 18B is a flow diagram of a method of automatically logging a
'user on to a merchant web site in accordance with an émbodimént of the present invention;
and

[0044] FIG. 19is a schematic diagram of a system for facilitating automatic lrogin-by

a user to a merchant web site in accordance with an embodiment of the present invention.

' DETAiLED DESCRIPTION OF THE PRESENTLY PREFERRED EMBOD]MENTS |
. [0045] The pfesent invention is directed to a method and system of facilitating
automatic login to a web site using an Internet browser. In accordance with an embodiment
qf the present invention, computer code is co.mmunicated from a server t0 a user’s computer
~ that adds bcenain functionality to tﬁe user-’ s Internet browser. The pregent invention thus
provides dyﬁamic control of an Internet browser inlerfacé by enabling a user to selectively
add ‘buttons and/or toolbars to the browser interface, and to add features and functiohality to
the browser. In a preferred embodiment, the computer code enables a user to modify the
browser interface by selectively adding an interface object to the Internet browser interface.
The interface object may comprise a button that may be added to the bréwser interface as parn
of an existing tbo]bar, or as part of a new toolbar added 1o the browser interface. The bution
enables a user to access a merchant list and also adds automatic login functionality to the

browser. Access to the merchant list enables a user to adds merchants, edit merchants, and



WO 03/038640 " _ . PCT/US02/34510

15
select a rﬁerchanf for automatic login. Once the button is added to the browser interface, the
user may click on the added button, generally referred to herein as an automatic iogin button, -
and gain access 10 a pull-down menu which displays one or morei merchants as a merchant

liét. By selecting one of the merchants on the merchant list, the functionality added ito t‘he

browser in actprdanée With the present invention will caﬁse the user to automatically login to

the sélected merchant and causé the user’s browser to navigate 1o the merchant’s web site.

That proc:essb 1S, essemia]ly transparent to the user and initiated with the user’s selection of a

merchant from ';hé merchant list. |

[0046] | The present invéntion also provides a method and. system of facilitating on-

line shopping by modifying a browser interface to provide a shopping assistant button and

Vrfunclionality. The m_b_diﬁed browser interface prévided in accordance wilh this embodiment

of the present invention simplifies on-line shopping by creating a wallet for each shopper or

user. The wallet is stored in a database on a secure server _ahd may Be acce_ssed,iused, or
modified only by the user .and only in connection with a user-provided security key. Tﬁe

wai]et contains user-supplied information that may be directly ported to a supported merchant

check-out web page. Thus, when a user is shopping on-line at a'suppdned merchant’s web

site, and desired to purchase certain merchandise and/or services from that nﬁér;hant, lhe
presént invention provides the user with access 1o his/her wallet and facilitates porting of the

data contained.in the wallet to quickly and effortlessly fill out the merchant’s order forms

provided at the merchant’s check-out web pages. |

[0047] Referring now to the drawings in. detail, .FIG. 10 is a block diagrém of ‘a

computer 50 connected to the Internet 90 and upoﬁ which the present invention may be

implemented. Computer 50 includes an internal bus 64 that facilitates communiéation of
information between and among the va;ious devices of the computer 50 and that also

facilitates communication between the computer and external devices and systems via a
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. communication interface 68. A processor 66 coupled to the bus 64 process information
within the computer-SO. The computer 50 also includes a main memory 60 sﬁch_ és, for
example, Random Access Memory (RAM) or other equivalent dynami'c-memory storage
device, coupled to bus 64 fér receiving and storing instructions- communicated from the
. processor 66. Main mémory 60 may »also‘.b-e‘ used to temporarily store variable or other
intermediate ~informaiion while the processor 66 executes instructions. Read-Only-Memory
(ROM) 62 is also couplgd to the bus 64 for storing static data and instructions for use by the
p.rocessor 66. Various input and output devices are provided as part Qf the computer 50,
including, by way of non-limiting example, a disp];y 54 (e;g., cathéde ray tube (CRT), li_q-uid
crystal display (LCD), etc.), an input device 56 such as a keyboard, and a cursor control
device 58 such as a mouse, or trackball, fbr e#mnple. A data storage device 52 such as, for
example, a magnetic disk dri\?e and magnetic di§k, a CD-ROM drive and CD-ROM, or other
equivalent devices and data storage mediums, is coupled to the bus 64 for communication -
_ with the proééésor 66, main memory 60, and communication interface 68. The storage
device 52 'prefe.ra.bly has an opérating system 70 and an Internet browser software program 72
stored thereon. As wiil be discussed in{greater detail bélow, a library file 74 may also be
~ stored on the data storage device 52. As used herein, the term “computer” is intended to have
its broadest interpretation, and not be limited to any physical size or constmction, or to any
architectural configuration. Rather, the term"‘computer”, as used herein, is intended to
include any device éapable of tran;mining and/or receiving diéital data, storing and/or
retrievihg digital data, processing digital data, and that is connectable in any manner and by
any means to a network such as, for example, the Internet. A computer may be a computer of
any style, size, and conﬁgﬁration including, withoui limitation, a server, workstation,
desktop, laptop, Internet appliance, notebook, ‘personal digital assistant (PDA), Internet

enabled cellular phone, or other now known or hereafier developed device. A computer may
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include sbme or all of the following components: a central processing unit (CPU or
procéssor) operable in cpnnection with software (e.g., operating system, -applicalion' ‘
programs, etc.), a hard-disk unit (HDU), permanent memory (e.g., ROM), temporary memory
(é.g., RAM), a removable data storage device (e.g., CD-ROM, floppy. drive, etc.), anA inpﬁt
device (e.g., kéyboal;d, rﬂouse, trackball, etc.), an output device (e.g., monitor or display), and
én I/O device (e.g., moder_n,l infra-red transminer/réceiver, radio -(cellular) transmitter
receiver, etc.). Itis knownto a pérson skilled in the art that a computer may c'omprise.some
or all of those cbmponemﬁ,‘ in addition to components not listed.
[0048] The computer 50 may connect to the Infemet 96 via the communication
interface 68 over a transmission media including, but not limited to, ?:oaxial cable, copper
Wires, and fiber oﬁtical cables. Communication bétween the computer 50 and the Intenet 90
may also be via a wireless or c'ellu‘la.r interface. The communication interface 68 facilitates
- two-way communication between the computer 50 and anothAer' electrox;u'c device orr system,
e.g., aserver coﬁputer (not shown) provided b}> a coﬁtem pfévider 100, 20Q. |
[0649] An Internet user (not shown) using the computer 50 may gain access to_the :
Internet 90 by causing the browser 72 to execute, therebAy opening a communication link
between the communication interface 68 of the computer 50 and an Internet site 130 of a
contént provider 100, via an Internet Serviée Provider (ISP) 80. ‘The browser 72 provides, to
the computer display 54, a browser interface 20 (see, e.g. FIG. 1) having a layout (e.g., color,
size, number, location) and functionality of windows 30 that is predélcrmined in the browser
72 by the broner vendor. Internet content is corﬁmunicaled by the content provider 100 tb
the computer 50 for display in a content window 32 of the browser interface 20.
[0050] In accordance with an embodiment of the present invention, a first Internet
content provider 100 may provide an Internet user with access to a program 120 for

controlling the browser 72 and browser interface 20. When executed by the user, the
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. controlling program 120 downloads- or creates a library file 74 such as, for example, a
Dynamic Link Librafy (DLL), on the data storage device Sé of the Internet user’é c_ofnpuler
50. The library file 74 preferably includes ActiveX control or Plﬁg-in functionality.
fhereaﬁer, when the lntemetluser accesses the Internet using the Brow_ser 72, the browser 72
. opens the library file 74 and preferab]y_autdhétically establishes a connection to the content
provider’s Internet siie 130. The content provider, in response to the coﬁneclion established
by the-browser 72, loads information and/or functional data into a shell operating within the
‘Browser and created by the library file 74. For example, if the ﬁser has an account with the
content provider 100, customized information and/or funclionalify may be loaded into the
library file 74. 1f the user doe(s not have an account, more generalized information and/or
functionality may be loaded.

[0051] In aqcordar_nce' with the varidus: embodiments of the present invention, as
~described in more detail herein, data may be communicated between computers (e.g., -
_ between a ser;/er and a user or client éompuier); The present invention contemplates that
"~ such data_commﬁnica-lion.(or fransmission/reception, download/upload, etc.) may be carried
out in any manner usiné any medium, using any now known or hereafter developed medium
~ or method.

[0052] - The library ﬁl¢ 74 essentially opens a sﬁe]l (or a plurality of s»he.]ls) within the
browser 72 that contains the Acti>veX control or Plug-in code that may conirol the Intemet
browser 72 and the brbwser interface_20. When loaded with the ActiveX control or Plug-in,
the library file 74 preferably contains functions, objects, data, and other software, referred to
generally ﬁerein as inforrhation,_ that may be used to control the brow;er 74 and browser
interface 20. The present inveﬁtion ensures that the libfary ﬁlé 74 (and shell) does not close
when the Internet user moves from Internet site 130 to Internet site 230. Thus, the

information and/or functionality provided via the ActiveX control or Plug-in is not lost when
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the Internet user disconnects from the Internet site that loaded the ActiveX control or Plug-in,
and connects to another lnlemei site.

[0053] Referring néxt to FIG. 1, a prior art Internet browéer_interface 20 having a
plAuralily of windows, each providing various functionality to the Internet user, is there
dépicted. The browser interface 20 may comprise a first parent Window 30 that typically
.deﬁne's the general size, cdlor,‘and layout of the browser interface and includes window
eontrol buttons 28 (e.g., minimize, close, etc.) for that window 30. The browser interface 20
may also combrisé a second parent window 36 (a child to the first parent window). witﬁin the
first parent window:30, and one.or more child windows 38 Adependém frém the second parent.
The secona parent window 36 and child windows 38 typically define information and/or
functionality 'that will assist an lﬁtemet user when-accessing and navigating the Int¢met. For
example, the second parent 36 and its dependent windows 38 may provide toolbars, pull-
down menus, Plug-ins, applications, eic. 7 _

[0054) For éxamp]e, three windows 38 provided at the top (in the drawing) of tﬁe
interface 20 define three toolbars 22, which may include a variety of intérface controls 24
such as, for examiple, pull-down menus, functional buttons (e.g., stop, Back, forward, hdme,
etc.), and a combination of functional buttons and windows (e.g., a search -bﬁnon and
windb_w). The uppermost toolbar 22 provides a plurality of pull;down menus 24; the middle
toolbar 22 provide; a plurality of functional buttons 24; and the lowermost toolbar 22
A providés a pull-down menu and a window 26 (a URL address window). A content window
32 is also provided as part of the interface 20 within which content from an Internet comeﬁt
provider 100 (see, e.g., FIG. 10) may be displayed. The Internet user may togglé any of the
lvower three (in the drawing) toolbars 22 on and off using a View toolbar object 24 (pﬁll-down
menu) provided in the second toolbar 22. However, the imemet user currently may not add,

remove, or otherwise modify the browser interface 20.
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. [0055] An Internet browser 20 configured in accordance with various embodiments of
the presenf invention is depicted in FIGS. 2-4. In FIG. 2, the browser interface 20 vin>cludes
an interface object 40 that is defined by the ActiveX control or Plug-in Io_'aded in the library
file 74 by the content providér 100. The interface object 40 compfises a pull-down menu 44
_and is displayedA in lhe-browser toolbar 22 ’w-it'hAthe interface controls (i.e., browser toolbar
objects) 24 p_rovidedA by the browser 72. In FIG. 3, an .interface objeét 40 comprises an
interface object loolbar.42 and a pull-down menu 44 displayed as a separate window 48
‘»\-rithin the browser interface 20. In FIG. 4, an interface objeci 40 comprises an interface
toolbar 42 including a plurality of pull-down men;Js 44 and a seafch window 46 displayed
within a separate 48 within the browser intérface 20. An interface object 40, in accordance
‘with the various embodiments of the present invemion, may comprise v;nually any type of |
information and/or functionality available Via a browser. Thus, by way of non-limiting
example, an interface object 40 may comprise a pull-down menu, a toolbar and a pull-down -
. menu, textual information (e.g., adVeni;ements, coupons, etc.), textual and/or aural
information (e.Ag.', a tgxluz_il advertisement with accompanying sound), textual, aural, and/or
graphical (animated or hol) information, video, video and audio, audio, etc.

~ [o0s6] - The various embodiments- of the inventive. Internet brOwsef interface 20
depicted by FIGS. 2-4 are merely illust;ative, non-limitring examples of the present invention.
Vaﬁalions to the depictea browsér interfaces .20 may be possible in aécordance with the
teachings provided hgfein.

[0057] Referring next to FIG. 5, a method of controlling an Internet browser interface
20 is thefe depicted in accordance with an embodiment of the present invention, and
designated generally as 500. At step 510, an Internet user accésses a controlling program 120
via an Imcrﬁél web site 130, an ISP 80, or the user’s computer 50. The controlling program

120, when executed by an Internet user, provides that user with the ability to thereafter
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control that user’s Internet browser interface 20, as discussed in more detail below. The
controlling program ]20, at stép 520, downloads or creates a library file 74 on the Internet -
user’s computer- 50 that includes 'ActiveX cqmrol or Plug-in codé that define an interface
object. Each time the Internet user launches or activates the browser 72, the library ﬁ]é 74 is
dpgned and a connection is automatically established to a predeteﬁnined Internet web site
110, ,6ne that is preferably conﬁgured to communicate to the Internet user’s computer 50,
ActiveX c'omro.l or Plug-in code for the interface object, as indicaied at steps 530 and 540.
The open library file 74' essentially provides a shell within the browser 70 wilhir_], whiéh thé
functionality provi;ied by lhe-ActiveX control or Plug-in ma)"be aaded to the browser
interface 20. Neither the library file 74 nor the shell close until the bro-wser,72 is closed. At
step 550, an limerfaeg object 40 fs created l_hat will be displayed in the browser interface 20;
the information and/or functionaliiy of the interface object 40 is defined by the ActiveX
control or Plug-in. In accordance wich the various embodimént's of the ;-)resentAinven'tion, the
interface object 401 remains displayed by the browser 72 with the browser interface 20, és
indicated at step 560, for as long -as the user continues to surf the web,Aor_ as long as the
browser 72 is activated. Thus, the functionality _added'w Ihe'browéer 72 and bl’O\;VSET
interface 20 in accordance with the present invention is not l._ost as the Internet user surfs the
web.._
(0058] The present invention provides various embodiments for controlling the
browsér 72 and browser interface 20, described genérélly above with reference to FIG. 5,
each of which will now be described in detail.
[0659] Referring next to FIG. 6 and with continued reference to FIG. 10, a description
of an embodiment of 'a method of controlling and displaying a browser 72 and browser
interface 20 in accordance with the present invention, designated génerally as 600, will now

be provided. For purposes of FIG. 6 and for the following discussion directed thereto, a
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_library file 74 has a]ready Been downloaded or created oﬁ the Internet user’s cpniputer 50, as

discussed herein. At Step 610, an Internet user launches or activates a browser 72 lb_ ihitiate

access to the Internet 90. At gtep 620, the library file 74 is opened :and a connection
' a.utomatically established to a-predetermined content provider, as iﬁdicaled at'step 630. The
_ functionality deﬁned by the ActiveX control or Plug -in code of the BIO Library is
communicated by the content provides to the user’s computer 50 to create an interface object

40 which may be added to the browser interface 20. The interface object 40 is displayed with

thé Internet browser interface 20,_85 indicated in step 640. The functionality of the interface

object 40, as defined by the ActiveX control or ‘Plug-in code, rémains with the. Intgrﬁe‘t

b_rowser interface 20 as the Internet user t'ra'v'ersesi the Internet 90, regardless of the number or

type of Internet sites the user visits, Vand as long as user is accessing the Internet 90 using the

browser software program 72. When the Imgrngt user moves from one. Internet site to
_ another, as indicated at step 650, the present invention delermines‘ whether the interface
_object 40 has Survived that move; whether it is still displayed by the browser 72 in the
| browser in_ter_faceA 20, as indicaied at step 652. If the interface object 40 is not displayed in
the browser jmerface éO,(i.e., if it _has: been removed from the browser interface 20 or
~ otherwise lenninatéd), the interface object 40 is redrawn, as indicated in sleb 660. If the
interface object 40 has surviyed a user move from oné Internet site to anolher and remains
displayed in the browser iﬁt¢rface ?0, the preseni invention also determines, at step 654, if the
Browser 72 is active;-s'ince the interface object 40 is only displayed in the browser interface
20 when the browser 72 is operational. If the browser 72 is not activated, the interface object
40 is termihated and.the lirbrary file 74 is closed, as indicated at step 670. If the browser 72
remains active, the present in\)éntion continues, at step 652, to énsure that the interface object
40 is displayed with the browser interface 20. As the Internet user moves between and

among Internet sites, the present invention monitors the status of the interface object 40 and
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ensures that it is displayed by the browser 72 with the browser interface 20 as fong as the user
is traversing ;he Internet 90.

[0060] ' According 16 the émbodiment depicted in FIG. _6, the present invention
eﬁsures that the interface object 40 is displayed by the browser 72 with the browser imérfaée
26 ’when the ]'n_temetA usef leaves the Internet web site 130 at which ihe BIO Library initi'ally
was cba]led and loaded to the_usér’s computer 50. For AexamplAe, when the user launches or
activates fhe browser 72, a connection is automatically established to a first, predetermined
Internet site:l3Q that is maintained by a first content provider 100 and the BIO Library is
loaded onto the usér’s compulér 50. The functionality prbvided By theABlO Library is then
availéble 10 the browser 72 via a shell created by the library file 74. When the Internet user
connects to ¢;i secénd_ Internet site 230 maintained by é second content provider 200, the
functionality for the interface object 40 will continue to be present in the browser interface
20. In this embodiment, the present invention prevents the browser 72 or operatmg system
70 of the computer 50 from dlsablmg the functionality of the BIO lerary by unloading the
hbrary file 74 when the link to the first Internet site 130 is terminated.

[0061]  For example, when the browser 72 initially'connec‘ls to ihe first Internet site
130, that site 130 communicates functional information inv the form of ActiveX comroi
soﬁwére code to the Internet user’s compdter 50 as a BIO Libréry, which is loaded into the
library file 74. If the library file 74 is not explicitly instructed by the operating system 70 or
the bréwser 72 to close or unload when the connection to the first Internet site 130 is
terminated, the 'library file 74 will remain loaded, providiﬁg the desired functionality for the
interface object 40 in the browser interface 20, even after the connection to the first Internet
site 130 is closed. Keeping the library file 74 loaded while the Internet user moves Between
and among various Internet sites enables the loading of data, functions and objects outside of

the ActiveX control (which is only communicated to the Internet user 50 by the first Internet
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. site 130) but inside of the library file 74. As long as the library file 74 remains loaded, any '
data or objects created in the library file 74 and outside of the ActiveX control wi]l stay
loaded and continue to function in the browser interface 20. -.

t0062] To keep the iibrary file 74 open during surfing, after the browser 72 has
~ connected to the first intemet site 130, and ‘be_fore that connection is terminated, a global
object, object A, is cfeated in the program heap of the Internet user’s cémputer 50, not the
calling function heap. Thus, the global object survives the completion of the calling function.
: 'fhe global object may be crealed using the C++ new opérator, or by dec]aring a global object
in the glbba] declarations. In either case, the gloBal object will survive termination Qf the
connection between the browser 72 and the first intémet site 130.
[0063] A global object. thug defined V.remains functional after the ActiveX control
provided by the first Internet site 130 clos’es,i l.e. after the initial connection to the first -
Internet site 130 is terminated. Once the global object has been.created, an interface is -
. created using .lhe global object. That interface will serve to, for example, remove, replace
and/or add ﬁ_mcfionality to t_hé browser 72 and bréwser interface 20. The interface may be
created as part of the global object,-.or b) the global object allocating a new interface object
A 40 For'exa:nplé, the interface object 40 may be created by creating, fdr example, an
i_nterface object window 48 within a browser window 38 (see, e.g., FIGS. 3 and 4), and
addfng it to the browser imerfacé 20 as a chi[d window Allemative]y, the browser interface
éO r.nay be directly mbdiﬁed such as, for example, by adding or m-odifying a browser toolbar
22 or a browser toolbar object 24 in the browser interface 20. Yet another alternative is to
create an objec_t interface toolbar 42 that is separate from the browser interface 20, as
depicted in FIG. 4.

[0064] ' Additionally, a pointer is required that is used to control the browser 72 and to

instruct the browser 72 to establish a connection 10 a predetermined Internet site 130, for
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example.. That pointer is preferably stored globally so that it is accessible by any function or
object in the library file 74 that sends commands to the browser 72. In Micro-soft Internet -
Explorer, for example, the IWebBrowser, 1WebBrowser2, or _‘IW_ebBrowserApp object
linking and embedding (OLE) interface commands may be used to create the pointer. -Usi.ng
‘Microsoft qundati;)n Clas's (MFC), for example, thé pointer m;\y be creatgd using the
GetCliemSité member of the_ C-OleComrol class to retrieve a pointer from the first Internet
site 130, i_.e., the 'lmeme_t site which loaded the BIO Library. The GetClientSite serves as the
entry point for thg browser 72 to communicate. with the BIO Library. ‘A GetContaine-r
member of the lOléClientSile ciass returned by the _previoﬁs step rﬁay be used to get a pointer
to a éontainer for the BIO Library. The BIO Library’s container is a éohtai_ner within which
an ActiveX conlrél is loaded. An lntemet‘brows-er interface 20 generally consists of several
parts, including the browser toolbérs 22 and the content window 32. A document object is
created by the browser 72 for every web page an Imemet'userAa'ccesses z;nd contains éll of the
data th_at ap_pears. iﬁ a particular web page. The document object is also the container for tﬁe
BIO Library. Thus, a document object may also be referred to as a BIO Library’s container.
[0065) - A Querylnterface member of the IOle_Comainer class ret@ed by the previous
step may be used to get a pointer 'to the IServiceProvider interface, which may be used to
locaie any of the other interfaces that are presented b;v 'the browser 72.  Finally, a
QueryService member of the IServiceProvider class returned by the previous step may be
used t'o get a pointer to the IWebBrowserApp, IW_e-bBro-wser, or IWebBrowser2 interface,
depending on the specific interfaces provided by the browser 72 that called the BIQ Libra,ry..‘
[0066] ' In an alternative embodiment, the prese-nt invention may be used to modify the
entire browser window 30. If the entire browser window 30 is modified, as opposed to
integrating an interface object 40 into an existing browser window 38, the entire class for the

modiﬁed browser window 30 may be subclassed or, alternatively, the specific browser
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_ window 38 may be subclassed. As-used herein, the term subclas;ing a window, also referred
to as hooking a window, refers to the replacement of an originél browser window'méssage
handling procedure for hand]ing_--all messages sent to a window, with a usér-deﬁned window
message handling procedure. .For example, a window may be subclassed using the Microsoft
7 Foundation C]asé (MFC) CWnd:SubclassWindbw() function. Alternatively, a window may
be subclassed. using the call the SetWindowLong function (a Microsoft Windows function),
with the GWL_WNDPROC argument (a Microsoft Windov;fs constant). The pointer returned
by the SetWindowLong function call may be stored to the original browser window message
handling procedure for the subclassed window. ThlS enables the BlO lera:y to mtercept all
messages passed to a window 30 or 38, and the BIO Library may interpret commands from
| interface controls 24 including buttons, menﬁs, etc., provided by the browser 72 or from
interface objects 40 that ha_ve been added by thg BlQ Library in accordance wiih the. present
invention: | |
[0067] - :Fhe user-defined window message handliAng procedure that the BIO Library
| provides and that replaces t_hé original bréwser Window message handling procedure is
referred to herein as -the BIO Procedure. Using the BIO Procedure for the browsér 72,
~ messages (e.g., commands) imen_ded for the browser 72 may be intercepted and modified, or
replacement .or new messages (e.g., message handlers for the interface object 40) may be
communicated to the browégr 72 by the BIO Procedure. |
[6068] The présent invention also ensures that the interface object 40 has not been
removed from the browser interface 240. For example, some Internet browsers 72 redraw the
entire browser interface 20 when an‘Intemet user accesses a new web site. While the global
object may still be functional' -fol.lowing S;lCh Internet movemént by the user, the interface
object 40 will be removed from the browser interface 20 and thus, will not be displayed with

the browser interface 20. To prevent this from occurring, messages from the browser 72 to
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repaint the browser interface 20 may be intercepted by the BIO Procedure and the interface
object 40 may be redrawn immediately after the browser interface 20 ié redrawn. - -
Alternatively, the presence 'of the interface object 40 in the browéer_ interface 20 may be
pefiodically tested and if not present in the browser interface 20, the interface object 40 may
‘be redrawn.  Such -' periodic testing should preferably occur at -intervals of less than
approiimately one second. | |

[0069) Asan exmple of the above-described embodiment (depicted in FIG. 6), an
ActiveX control ié loaded as a BIO Library and adds menu items (and functionality) tlo the.
browser interface 20 The pregent invention creates an ActiveX-comrol that dynamically
~ creates a new global object, object A, which creates a new menu objeét (which may be an
interface obje;:t 40) with a desired functionality to be added to the browser in_terface 20. The
menu object 40 may be added to the.browser interface 20 using, for example, the instructions:
Aﬁ(GelMaiand() — GetMenu() — AppendMenu(), where the appéﬁded imenu. of the
browser interface-ZO would include a popup ménu that points to the menu object 40. Thé
broWser interface window would then be subclassed and handle the messages for the menu
object 40 handl'ed-by the BIO Procedure and the messages for the b'rowseAr interface 20 being
passed to the message handler for the browser 72. When the Internet user disconnects from
the first Internet site 130 (e.g., leaves the web page conlafru'hé the ActiveX control), the
ActiveX control will close, but the global object will remain in the program heap-and
continue to provide the desired functionality to the browser interface 20.

[0070] Ihstead of subclassing the browser Window within which the interfaée objeci
40 is added, object A, or one of its descendants, may rétain ownership of the interface object
40. Then, a message handler for the interface object 40 may be created. For example, an
interface object 40 may be added to a browser toolbar 22 in accordance with the above-

described embodiment of the present invention, except that ownership of the interface object
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. 40 is set using the Microsoft Foundation Class SetOwrer function to be object A or one of
it’s descendants.

[0071] ‘With reference next to FIIG. 7 and continued reference to FIG. 10, a
description of an alternate en.mbodiment of a method of controlling and displaying a browser
. interface 20 in accordaﬁce with the present inl\;ention, designéled generally as 700, will now
be provided. For p@oses of FIG. 7 and for the following discussion .directed lheret'o, a
library file 74 has alregdy been created on the Internet user’s computer 50, as described
‘herein. At step 710, an Internet user launches or activalés a browser 72 to access the Internet
90. At st'e}.) 720, the library file 74 is opened on thé user’s comput-er 50, and a connectioﬁ is
automaiically established to a predetemiined Imérriel site 130, as indicated at'step 730. At
step 740, the function;lity defined by the Acti;'eX control or Plug-in codev of the BIO Library |
is communicated by the co_ntém provider to the gser’s computer 50 (i.e., to the library file 74)
_to create an interface object 40 which may be displayed in the browser interface 20 using a -
. continuous 160p 10 control the display of the interface object 40. The interface object 40 may
only be remov.ed- (i.e.-, its funciionality ierminaled) upon termination of the continuous loop.
The functionality of lhe interface object 40, as defined by the ActiveX control or Plug-in
~ code, remains witﬁ the Internet browser interface 20 as the Internet user traverses the Internet
90, regardless of the number or type of Internet web svites the user visits, and as long as the
browser 72 remains activated and- as long as the Internet user is accessing the Internet using
that browser softwareAprogram. Whep the Internet user moves frorﬁ one web site to another,
as indicated at step 750, the present invention determines whether the interface object 40 has
survived tﬁal move, i.e., whether it is still displayed in the browser interface 20, as indicated
at step 752. »lf the interface 6bject 40 is not displayed by tﬁe browser 72 ‘in the browser
interface 20,A thé interface object 40 is redrawn, as indicated in step 760. If the interface

object 40 has survived a user move from one web site to another and remains displayed in the
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browser interface 20, the present invention also determines, at steb 754, if the browser 72 is
active; since_the interface objécl 40 is only displayed by the browsgr 72 in the browser. :
interface 20 when the bro;vser 72 is operational. If the browsef 72 is not activated, the
iﬁterface object 40 is terminated and the library file 74 is closed, as indicated at step 770. If
the browser 72 reméins .active, the present invention determined, ét step 756, whether the
contiﬁuous loop has been tenniﬁated. If the loop has been terminated, the interface object 40
is also terminaled, as indicated at step 770. If the loop is still executing, the present invention
determines \yheyher the interface object 40 is still displayed in the browser interface éO, aé
indicated at step 752. |
[0072] The embodiment of the present invention depicted in FIG. 7 prevents an-
ActiveX conirol frbm unloading By freezing the operation of the library file 74 (within which
the ActiveX control code is loaded), even if the operating system 70 or browser 72 generate
an instruction to unload or terminate the library ﬁ]e 74. Beca}uSe the A.lib-réry file 74 is frozen
and never ﬁnish'esr unloading, all of the data, functions and objects created inside ‘of the
libfary file 74 by the ActiveX cont;ol will continue to exist and function afte_r the library file
74 has been instructed to unload. | |
[0073) . In some operating systems 70 and/or browsérs 72, the BIO Libréfy will Be
closéd when the ActiveX control is no longer present at an Internet site. This can also occur
when the Internet user moves from an Internet site having the ActiveX control, e.g., Internet
site ]36 in F1G. 10, to another Internet site that does n'ot,- e.g., Intemet site 230 in FIG. 10. To
enable the interface objeci 40 to continue 10 operéte in the absence of the ActiveX comroi,
thé BIO Library (and the library file 74) must be prevehted from closing.
-[0074] To accomplish this, a pointer is created that is used to control the btoWser 72.
That pointer is preferably stored_ globally so th-at itis accessi_b_le by any function or object in

the library file 74 that may need to send commands to the browser 72. In Microsoft Internet
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. Explorer, for example, the IWebBrowser, 1WebBrowser2, or IWebBrowserApp OLE
Interface commands may be used to create the pointer. To do this using -Mic-rosoft
Foundation Clgss, the GetClientSite member of the COleControl class (which may be used to
communicate with the BIO Lfbrary) may be used to retrieve a poihter" to the'BIO Library’s
~Internet site, i.e. ihat lntémet site that provides .l'hc_t ActiveX control. A GetContainer member
of the IOIeCIi_erﬁSile élass retuned by the previous step-may be used ‘to éet a pointer 10 the
BIO Library’s comainer. A Querylnterface member of the 1OleContainer class returned by
the previous step may be used to get a pointer to the ]ServnceProvnder mterface The
IServiceProvider mterface is used to easily find any of the other interfaces that are presented
by the browser 72. A QueryService member of the IServiceProvider class returned by the
: previous step may be used to get. a pointer:to the IWebBrowserApp,. IWebBrowser, or
lWebBrowser2 mterface dependmg on the mterfaces presented by the version of the browser
_ 72 that called the BIO Library.

{0075] To prevent the library file 74 from closing, its operation is halted before it is
| able to lerr.ninate.A To freeze or halt the operation of .the library file 74, a continuous program
loop may be.created ahd_ executed that terminates only when the BIO Library is to be
~unloaded, at which time, the program loop also pumps the message queue The program loop
js referred to herein as a message pump, and may- be created using for éxample, the
PeekMessage, GelMessage,.Trans'lateMessage and DispatchMessage coﬁmmds in a loop.
Exempla:y C++ code to carry out the message pump is provided beléw:

while (m_Continue)

{
if (PeekMessage (&msg, NULL, 0, 0, PM_NOREMOVE) != 0)
¢ - |
GetMessage( &msg, NULL, 0,0);
TranslateMessage( &msg );
DispatchMessage( &msg );
}
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where m_-Continue is a Boolean variable that is used to instruct the loop when to stop, and
PeekMessage, GetMessag_e, TranslateMessage, and DispatchMessage are ail Windows
functions. lf'm_‘Cominue equals félse, the loop will end, thus endiné the message pump. The
msg argument is a reference to a Windows MSG structure. |
- [0076] - The wéy the message pump preferably operates is that it checks to see if there
are any messages waiting iﬁ the message queue using the PeekMessage function. If there is a
message, the message pump grabs the message from the méssage queue using the
GetMessage. fuﬁctipn andv'transvlales it from a virrua]-key mes>sage inlo_ a character message
using the TranslateMessage function. Finally, the, messaée pum;; sends the message to the
original window message handljng procedure that is due to receive lﬂe ‘message using the
DispatchMessage function. |

[0077] " The built in capabilities of an operating s&stem 70 may be also used to
construct a message pump to phmp the message queue. For«e_x'ample, a ﬁaodal dialog box or
message box, uéing a c.ommand‘such as tﬁe MFC command CWnd:_:MessageBox(“rr;y
mo.dal”, MB_OK), serves this purpose well and may be used to provided the desired freezing
or halting of the 6peration of the library file 74. |

[0078] ~ As long as the message pump is executing a continuous loop, the ActiveX
control wili not terminate, even when the Internet user access.es éther Internet sites.

t0079]_ | The embodiment of the present invention depicted by FIG. 7 performs in the
same manner (e.g., subclassing, message handling, et-c.) as the abO\'/e-described embodiment
of FIG. 6. - | |

_[0080] .For both of the above-described embodiments (of FIGS. 6 and 7), it is
preferable, although ndl necessary, to provide an'exit function for the interface obje;:t 40 so
that object.A and all of its descendants will be closed. Possible exeﬁplaw scenarios for

calling an exit function include intercepting the message to close the browser window in the
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. BIO Procedure, or peﬁodically looking for the browSer window and, if i; is not found,
terminating the ActiveX control.

[0081] Referring next to FIG. 8, yet another embodiment of the method of the present
invention is depicted and degignated generally as 800. For puxposes of FIG. 8 and for the
~ following discussion ciirected thereto, a libréry file 74 has already been created on the
Internet user’s compﬁter 50, as described herein. At step 810, an lntemét user launches or
activates a browser 72 to access the Internet 90. At step 820, the library file 74 is opened on
‘time user’s computer 50 and a cgnneclion 1s aulomaliéally estéblished( to a predetermined
Internet site 130 (see, e.g., F]G.‘ 10), as indicated ;at step 830. Af step 832, a new bro_Qser ‘
interface is created that is a duplicate of the initiél browser interface provided by the browser
'72. At step 840, a Function Window is createa that represents the originél browser interface
within which the functionality of the Plug-in was initially loaded.

- [0082] - The steps for creéting a Function Window in -accordance with this -
. embodiment -of the present invention are depicted in FIG. 8A and designated generally as
840. At s_tep_842; Ihe.handlefdr the initial browser interface window is identified. The initial
browser interface window, ndw the Func:iion- Window, is hidden and/or disabled at step 844
_ so that it ‘cannot be closed, which would cause the BIO Library to crash. At step 846, a
pointer is created that is used to comrql the browser 72. Finally, a new b;owser interface
window is created at step 848 that may be used by the Internet Qser to continue traversing the
Internet. |

- [0083] With reference again to FIG. 8, and beginning at step 850, the browser
_ interface may now be controlled by first spbclassing any browser windows, or any windows
used by the bfowser, that are to be controlled, and then adding,'deleting, and/or modifying the
window(s) as described in more detail below. The original browser window message

handling procedure is replaced with a BIO Procedure (as Adefmed above). At step 860, the
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present invention determines whether any new browser windows have been opened, i.e.,
windows that may not already be subclassed or that may not have been c.o.nt.ro‘ll'ed'in :
accordance with the present invention. If new windows have .l.:»een opened, the present
iﬁvemion determines, at step 870, whether the interface object 40 is to be added to thosé new
‘windows. If “not, tfné iﬁvenlion determines whether the Internet ;xser desires to close the
Browéer 72, és indicated at s_te'b 880. If so, the invention closes, at step 890, all browser
windows, .Vincluding the Function Window. If the user does not desire to close the browser
72, as delermiried at step -880, the invention returns to step 860 and again determines if nev;v
browser windows ﬁave been opéned. | |
[0084] | With continued reference to FIGS. 8, 8A and lO,. the . above-described
embodiment of thé present inven-tion will now be dfscussed in more-detail. When an ActiveX
control is loaded by a content provider 100 via an Intemet si't'_e 130, typically in response to a
browser 72 establishing a connection to that web site 130 an_d'calling an ActiveX c.ontrol, a
library file 74 located on the user’s computer is caused to open creating a shell within tﬁe
bréu'ser 72 within which the code for the ActiveX control may be loaded. If the library file:
74 that contains the ActiveX control is explicitly instructed, by thebperaiing system 70 or the
browser 72, to unload or close when the ActiveX control is closed (when the user ierminatés
the c‘onnection 1o the Internet site 130), any data, functions 6r'dbjects that have been created
outside of the ActiveX control but in the library file 74 will be destroyed when the libra?y file
is 74 unloaded. To prevent the library file 74 from ‘unloéding, the browser 72 is prevented
from closing lhe ActiveX control until ineructed.. If the ActiveX control is never inslmctéd
to close, the library file 74 is never unloaded.
[0085] A preferred method of accomplishing this is to hide and/or disable tﬁe initial
browser interface window tﬂat loaded the ActiveX control and to create a new copy of that

same window within which the Internet user may continue to work and traverse the Internet.
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. Because the initial browser interface is preferably hidden and/or disabled, the ActiveX
control cannot be closed until the library file 74 shows, enables or closes the initial vbfc_)wser
interface window, i.. the window that loaded the library file 74. |

t0086] The above-des-cribed method of FIG. 8 preferably léads the BIO Library as a-
~ standard ActiveX cont;ol in a browserl74,'uls'ing, for example, the <Object> tag typically
contained in a \;veb pége 130 or as a Band Object, and as described in the- Microsoft Internet
Explorer 4.x Software Development Kit. This instructs the browser 72 to initialize and run
the library file 74 that contains th¢ code for BIO Library.‘

[0087] The first time the BIO Library is iniiialized and called, a Function Windo_v;/ is
created that keeps the BIO Librgry open by keeping' a session with the AétiveX control itself
open while the Internet user visits other Interﬁet web sites 210, i.e., othér web pages. The
Function Window also ma]_(es‘ it possible for brquse_r windows that do not have a‘copy of the
~ BIO Library open to access the OLE interfaces to the browser 72. |

. [0088] | ;Fo create the Function Window, the initial browser interface window (i.e., that
| window which ldaded the B]O’Library) 1S preferaﬁly hidden and/or disabled.” This may be
accomplished by identifyi_ng the handle jof the initial browser interface window, beginning
~ with the handle of the BIO Library. To retrieve the initial browser interface Qindow handle
from the handle of the BIO Library,_ the GetParem' function (a Windows Function) is
continuously called until t.h_e presént value for that function call represents one level below
the Aesktop window. f—‘or example, a statement such as “m_Handleb= GetParent(m_Handle)”
executed in a loop may provide the desired functionality and result, where the value of
m_Handle is initially equai to the value for the handle of the BIO Library, and will eventually
return the handle to the initial Browser interface window. |

[0089] * The next step is to hide and/or disable the initial browser interface window,

now referred to as the Function Window, so that the Intemet user cannot close the Function
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Window (By closing tfze browser 72, for example), thereby causing the BIO Library to unload
and removing the functionality provided by the BIO Library from the browser iAmerface 20. -
To hide the initial brows& interface window from the user anci/or. disable that browser
wilndow from user-driven events, WM_SHOWWINDOW and/or WM_ENABLE me#sages
(both Windows _consléntsj may be sent to the initial browser interface window with values to
hide ah_d/or disable .the brows_er'_.window. For example, the PostMessage or SendMessage
function (exis_tin_g Windows functions) may be used to send a message to the initial browser
interface windo'w with thé'browser window handle. Alternatively, the ShowWindow and
Enable Window funcuons (exxstmg Windows functions) may be used to achieve the same
~ result. |

.[0090] | A p-oinller is creatéd to control thé browser 72. Thiis pointer is preferably
stored globally so that it is accessible by any function or Object in the library file 74 that
sends commands to the browser 72. In Microsoft lntem_et' Exploréf for.exam-ple, the
lWebBrowsgr, IWebBrowserQ, or [WebBrowserApp OLE interface may be used to create the
poihter. To do this using Microsoft >Foundalion Class for example, the GetCliemSile member
of the COlecontrol class that serves as the entry point for the brbwsef 72 may be used to
communicate. with the BIO Library, and to retrieve a pointer to the BIO Library’s Internet
site, i.e., that Internet site 130 that loaded the ActiveX contfol: ‘A GetContainer member of
the 10leClientSite class returned by the previous step may be used to get a pointer to the BIO
Librar);’s container. A Querylnterface member of the 10leContainer class returned by the
previous step hay be used to get a pointer to the IServiceProvider interfac;; with. thé
ISeﬁiceProvider interface preferably being used to ﬁhd any of the other interfaces that are
ﬁresemed by the browser 72. A QueryService member of the IServiceProvider class by in the

previous step may be used to get a pointer to the 1WebBrowserApp, IWebBrowser, or
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. 1WebBrowser2 interface depending on the interfaces presented by the version of the browser
72 that called the BIO Library. |
[0091] Finally, a new browser window is created that the lnteme.i user may use to
continue surfing the web and continue accessing various differeni Internet sites, since the
_browser window pre\;ic;usly used to create ';haé Functibn'WindOw‘has been hidden and/or
disabled. Pre_ferably; any of the IWebBrowser, ~1WebBrowser2, or lWebBrowserApp OLE
interface is used to create a new browser window, for example, using the Navigate or
N.avigate2 members of that OLE interface. Altematively, a WM;COMMAND message that
» corresponds to any c;)mmand the browser 72 might .use to open a néw browser window such
as a Ne\y Window command or Open In New Window command, etc., may be sent to the
browser 72.: A new wjndow may also be openéd uSing the Dynamic Data Exchange (DDE)
support provided by the browéer 72.
- [0092} The BIO Library must now control various browser_iriterface features and
. functionality. | The first step is 10 subclass any of the browser windows or any of the windows
the browser usésl (i.ei, chjldreﬁ) that are to be controlled in accordance with the present
invention. A BIO windéw message handling procedure is used to replace the original window
~ message handliing procedure, and is hereinafier referred to as the B10 Procedure.

[0093] - Once the browser window, or any of it’é children, have been subclassed, itis
-possible to add menus to a subcléss by retrie_ving a pointer 16 the browser window menu
using the GetMenu fuﬁction. Once the pointer to the menu’s hamile is obtained, the menu
functions such as ModifyMenu, AppendMenu, InsertMenu, etc., may be used to add any
desired menus to the browser window. Anv commands assigned 10 a menu must be handled
by the BIO Procedure used to sﬁbclass the BIO window. The séme command identifier must

not be used in creating a menu as any that are included in the browser.
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[0094]  An interface object toolbar 42 may be added to the browser interface 20 by
retrieving the handle of the wi-ndow to which the toolbar 42 is 1o be added to (herejnaﬁer. :
referred 1o as the Frame Haﬁdle) using standard Windows fu‘nction'sA. Typically, the window
will be the BIO window or a frame window that is a child of the BIO window. A window is
tﬁen created using thé~Fréme’ Handle as its parent. For example, to add a dialog bar (which is
a ‘fomll of a too]bar)'as an int'erfa.c‘e object 40, an object derived from or of a type CDialogBar
(a Microsoft Foundation Class) is created and it’s Create method called using Frame Handle.
If resources _such-as, fo.r example, images, toolbars, dialogs, etc., are being used and the
browser 72 does not:.share the séme resources as the-BlO Library, lhe browser’s r_esourées’ are
~ temporarily replaced with the BIO Library resources before any data méy be loaded from the
BIO Library ‘resoufce.‘ The BIO .Library relsources'vmay then be replaced with the browser’s
original resources.
- [0095] As new browser windows are opened, it ma); be desAira'ble to _add interface
object(s) 40 to tho'se new windows. A timer may be created using SetTimer WindowS
function that would call a userv-deﬁned ﬁmcti_on ~and that function- would use the
FindWindowEx function (a Windows function) to check every child of fhe desktop winciow
for a window with the same class name as the Function-Window. | For those. brbwser
windéws that have not already been modified, i.e., that do not- have the interface object 40,
the necessary handlgs may be retrieved and the same changes made as were made fo;' the
originai BIO Window. |
[0096]) Finally, when the Internet user desires to close the browser 72, it fnus; be
determined if all of the browser windows are closed, except the Function Wind(:;w, and the
F unction Window must also be closed if all other browser windows are closed. This may be
accomplished by listening for a WM_CLOSE message .(a Windows constant) in the BIO

message handling procedure or by setiing a timer that periodically determines how many
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‘browser windows are open. To close the original Function Window, a WM_CLOSE message

may be sent to that window.

[0097] Referting next to FIG. 9, another alternative embo_diment of a method of

controlling and displaying an Internet browser interface 20 in accordance with the present
“invention is depicted ana generally designated as 900. - |

[0098] - Steps §10, 920, and 930 are essentially the same as descrii)ed above for the
embodiments of FIGS. 6_-8. At step 940, a new browser interface window is created and the
in;lial browser interface window is hidden and/or disabled, and referre_d to as a Function
~ Window. “The Plug-in identifies the handle for 1he. initial browser- interface window, h‘icies
and/or disables that window, and creates a new b}oWser interface window that may be used
iby the Internet usér. At step 950, all the bréwser windows are subclassed, and then the
browser interface may be c_omfolled, as indica'teq at step 960, for all open windows. ‘At step
- 962, the -present invention determines if any new browser windows. have been opened, in
| .which case thé invention returns 1o step 96Q. “In no new browser interface windows haye
been opened, step- 962_ proceedé‘to step 964 to determine if the Internet user desires to close
the browser. All windobws must be closed prior to c]osing'the Function Window, and that is
. determined at step'. 966. If all windows are closed, the Function Window is closed, ;s
indicated at step 970. Otherwise, step 966 returns to steb 964,

[0099] In yet another altefnative embodimém of the pfesem inveﬁtion, the present
invention provides a rﬁelhod of conttolling an Internet browser interface using a browser
Plug-in to control the functionality of the calling browser 72 and 1o retain the Plug-in
functionality after the user leaves _the'lnlemgl'sité 130 that loaded the Plug-in.

[00100] When a browsér Plug-in is loaded 10 an lntémet user’s computer - 50 in
response to a brdwser 72 establishing a connection to an Internet site 130 and calling the

Plug-in, a library file 74 establishes a shell within the browser 72 and within which the code
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for the Plbg-in may be loaded. If the library file 74 is explicitly instructed by the operating
system 70 or the browser 72 fo unload when the Plug-in is closed, any data, .functi_onsAor. :
objects that have been créaled outside of the Plug-in but in th_é library file 74, will be
déstroyed when the library file 74 is unloaded. To prevent the library file 74 from un]oéding,
t}.'neA browser 72 is brevénted from closing the Plug-in until the Browser 72 receives an
instruction to close the Plug-in.:'lf the Plug-in Ais never instructed to close, the library file 74
also is ne\)_er instructed to unload. This may be accomplished by hiding and/or disabling the
initial brow§er ‘window that loaded the Plug-in and by creating a new copy of .thatAsame
window for the lntémet user tol continue to use to access and traverse tﬁe Internet. Because
" the initial browser window is preferably hidden and/or disabled, the Plug-in can not be closed
unti} the ]ibréry ﬁ.le’ 74 chooses- to show, _enable- or close the initial browser window that
loaded the Plug-in. |
[00101] For example, a browser Plug-in is .loaded as a standard Plug-in in a browser
72, preferably by ﬁsing the <Embed> tag in a web page 110 (see e.g., FIG. 10) , 'which
instructs the browser 72 to initializé and load the library file 74 that comair;s the code for the -
Plug-in (i.e., the BIO Library). | |
[00102) ~ The first time the BIO Library is initialized aﬁd called, a.Function Window is
creatéd by hiding and/or disabling the original browser wi‘ndo.w, thus preventing the BIO
Library from unloading by keeping a session with the Plug-in itself open. The Function
Window also makes it possible for browser windows ihat do not have a copy of the BIO
Library open to access built-in Application Programming Interfaces (APIs) for Plug-ins (.i.e..-,
ﬁ:ﬁctionality made available to the Internet user through the browser interface 20 ‘and via the
i’lug-in functionality), such as those provided with Netscape Navigator and Microsoft

Internet Explorer.
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- [00103] A Funciion Window is preferably created by disabling or hiding the initial
browser window (in which the Plug-in resides) the first time the Plug-in is called by the
browser 72. To do this the Plug-in.must first identify the handle of the initial browser
V\"indow. A window member of the NPWindow structure is passed to the. BIO Library from
the browser 72 as a second argument to the' NPP_SetWindow Function and is the handle to
the Plug-in window (NPWindow and NPP_SetWindow are part of the Neiscape and Internet
Explorer API for Plug-Ins). To retrieve the initial browser Qvindow handle from this window
rﬁember, the GetParent funclion (a Windows function) is continuously called until the present
value for that functibn call represents one level befow the desktop windéw. For examplé, a .
statement such as “m_Handle = GetParent(m_Handle)” executed in a loop may providé the
| désired functibnaiity and result,‘ where the val@:e of m_Handle is initially equal to the value
for the handle of the NPWindow structure, and will eventually return the hanAdleA for the initial
browser window. |
[00104] The initial browser window is then-hidden‘ and/or disabled so that the Internet
user cannot cvlo'se the Funcliqn- Window and cause. the BIO Library to crash. To hide the
initial browser window frém the usér and/or disable that window from user-driven events,
| WM_SHOWWINDOW and/or WM_.ENA'BLE messages (both Windows constants) méy be
sent to the initial browser window with values to hide and/or disable that browser window.
This can be accompli‘shed.b_y,‘ for éxamble, using the PostMessage or SendMessage function
(Wiﬁdows functions) 10 send a message to the initial browser window using the browser
window handle. Alternatively, the SAhowWindow and EnableWindow functions (Windows
functions) may be used to achieve the same results.
[00105] The final step is to create a ﬁew browser window that the Internet user can use
to continue surfing the web after the initial browser window has been hidden and/or disabled.

This may be accomplished, for example, by calling any of the following Netscape and
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Internet  Explorer  Plug-in APl  functions: NPN_GétURL, NPN_PostURL,
NPN?_GelURLNolify, NPN_PdstURLNotify, with the target parameter set to ,_n.ew, _‘_blank, .
or any window name that dées not already exist. The NPP argument of ;he above functions is
the NPP structure that was provided by the browser 72 to the Plug-in for the Function
Window. Another Way of doing this is to send a WM_COMMAND message to the browser
72 that correspc.mds' to any comhmd the browser 72 might use to open a new window such as
é New andow_ command or bpen In New Window command, for éxample. A new window
may also i)e opehed us;'n‘g the Dynamic Data Exchange (DDE) Support provided ny the
browser. Ni’N_G(E:fURL, NPN_PostURL, NPN_GetURLNotify, NPN;PostURLNotify'and
the NPP structure are part of the Netscape and Internet Explorer API for Plug-Ins and the
WM_COMMAND is a Windows constant.
[00106] -  The BIO Plug-in-may now control features and functionaliiy of the browser
72. The first step is to subclass any of the browser windde or aAnyibf the windows the
browser uses (colléctivgly, BIO windows) that are to be conirolled in accordance with the
present inveﬁtion.
[00107]) After the browser window or any of it’s children has been subcléssed, me‘nus
may be added to the browser jmerfaée 20 by retrieving a pointer to the b;owser window menu
using' the GetMenu function (a Windows function). Once the polinler to the meﬁu’s handle is
obtained, the menu functions such as ModifyMenu, AppendMenu, lnsenMenu,‘ etc.
(Windéws functions), may be used to add any desired 1;11enus to the browser window. Any
commands assigned to a menu must be handled by the BIO message handling procedure used
10 éubclass the BIO window, taking care not to use the same comme_md identifier iﬁ creating a
fnenu as any included in the browser 72.
{00108] " Alternatively or additionally, an interface object toolbar 42 may be added to

the browser interface 20 by retrieving the handle of the window to which the toolbar 42 is to
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be added (hereinafter réferred 10 as the Frame Handle) ﬁsing standard windows functions --
typically the window will be the BIO window or a frame window that is a child of the BIO
window. A wipdow is then created using the Frame Handle a's its pare.nt. For example, 10
add a dialog bar (which is a t“orm of a toolbar) as an interface obj-ect 40, an object derived
_from or of type A.CDia'lo}gBar (a Mic;osoﬁ Fovu‘n'dation Class) may be created and it’s Create
method called ursing fhe Frame Handle. If resources such as, for examplé, images, toolbars,
dialogs, etc., are being used and the browser 72 does not share the same resources as the BIO
Lib_rary, the browser’s resources are temporarily replaéed with the BIO Library resources
before any data frorﬁ lhe BIO Library resource may be loaded. The BIO Library resources
may then be replaced with the browser’s original resources. |
| [00109] As>new browser wincjows are obened, the interface object 40 may be added to
those new windows. vThi.s may be accomplisbed. by creating a timer usiné SetTimer (a
AWindows funciipn) that would call .a user-defined function that would -use the
. FindWindowE* function (a Windows function) to check every child of the desktop window
‘for a wind_ow Wifh the same Vcl'ass name as -the Fuﬁction Window. For those new windows
that do not al‘ready have the modified interface, i.e., that do not include the interface object
40, the necessary handles are retrieved and the same changes made to those wihdows as were
made to the original BIO window.
[00110] Finally, when the Internet user wishes to close the browéer 72, it must be
deteﬁnined if all of the browser windows are closed except the Fun?:tion Window, and if they
are, the Function Window may be closed. This may be accomplished, fér gxample, by
listening for a WM_CLOSE message (a Windows constant) in the BIO window message
A handling procedure or by seniﬁg a timer th;t periodically checks the num.b_er of open browser

windows. The ‘original Function Window may be closed by sending it a WM_CLOSE

message.
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- [00111] ' In accordance with the present invention, a BIO Library (i.e., a Plug-in) may
be loaded and its functionality provided in the browser interface 20, aulomaiicall_y,_i.e.,_ :
without requiring the user tb positively access a particular Internet Site_, ie., to surf to a web
pége that calls the Plug-in. For example, Netscape has a key in jts windows registry
identiﬁed as Automation Startup. Upon activation, Netscape loads all of the OLE controls
that are listed in the Automatioﬁ Startup key. By placing a reference or a call to the library
ﬁle 74 (and thus to BIO LiBrary and Plug-in that defines an interface object 40) in the
Automation Startup key, the library file may be loaded every time a user launches or acu;vates
a Netscape l;rowser:. Included ih that library file 74 may be instructions §o create an instance
" of the intefface object 40 in the browser interface 20 and an instruction for the brows‘er 72 10
“establish a cdnnecfion to a predetérmined Internet site 130. Using this technique, a user does
not have to choose to visit a specific Internet site 130 to load a BIO Library. The library file
74 needs to be kept open at least until the Plug-in may be load,éd'in thg_ browser 72 for display
and access via therbrkoser interface 20. - One way to do tﬁis is to increment a reference
counter asséciated with the library-ﬁle 74 so that whgn Netscape unload .Ihg OLE controls
listed in the Automation Startup key, the library file 74 will not be’un]oa'ded beéause it hés a
higher reference number. |
[00112]) The library file ;74 may be loaded as a .Plug-in using DDE to periodically look
for a Netscape DDE Server using a timer or a loop. When a retum is received by the bro.wser
72 froh the Netscape DDE server, Netscape is ready to receive commands and may be
loaded with the Plug-in. DDE may then be used to send a command, such. as
WWW_OPENURL, to the browser 72, which will cause the Plug-in to load a§ discussed
herein.
[00113] Another method for hiding the Netscape PAlug-vin window that is used for BIO

Library is to remove it from the task bar (i.e., where the Windows “Start” button is located)
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_and place it off of the visible screen. One way to remove it from the Task Bar is to call
SetWindowLong and change the window style of the Plug-in window 0a toolbox window.
Toolbox windqw’s do not appear in the task bar. The Netscape Plug-in window may be’
placed off screen by calling.MoveWindow and providing coordinates that are not in' the
~ visible range for the users desktop.

[00114] 3 The BIO window message handling procedure that is used to replace the
original browser message handling procedure must knorv which window a message is
-mtended to reach and what to do with a message once the BIO wmdow message handlmg
procedure receives that message. A preferred way 1o do this is to create a map that lmks one
piece of information to another. For the present invenlion, a map that links window handles
._to structures that contain imponarrt informarron to that window is preferably used. 'For
example when the BIO Library adds the imerface object 40 to a new browser V\rind_ow, a new
entry in the mar) is created that links the BIO rvindow’s handle to a structure that contains
_information useful for that BIO window. One of the pieces of information contained in the
| structure \yould pﬁ:ferably be the browser’s originalA window message handling procedure for
the BIO window. ]r'is.necessary'to maintain the browser’s original window message
~ handling procedure so that if the_ BIO window message handling procedure does not know
»h_ow to handle a message, it can pass the message to the browser’s original wirrdow message
handling procedure.

[-001.1 5] When a message is received by the BIO window message handling procedure,
the first argument that is passed to the procedure is the handle of the window that received
the message. To retrieve the structure that contains all of the data specific to that window, a
lookup in the 'map is performed lrsing the .window handle as a key. The retumed structure
will contain all of the stored -window specific information, such as the original window

message handling procedure.
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[00116]  When .c-omrolling the browser interface 20, the presént invention changes how
the browser 72 works. Almos't anything an Internet user can do with a browsér works by. -
sending a message 10 a bro@ser’s window or child window. Objgtts_or windows that send
m‘essages include the menus, buttons, combo boxes and almost anything else with whjéh the
lrﬁ_emet user can difectly interact, i.e., interface comrdls. Messages for example can be
broken up into four componenis: 1) the handle of the window intended to receive the
message; 2) the msg value of the message; 3) a wParam, whose use is usually dependent on
the msg valqe; and 4) an IParam, whose value is also usually dependent on the value ;)f the
msg value. |
(00117] For example, clicking on a button in a browser’s window might send a
message thatAconvt_a'ins the WM__COMMAND, which is a Windows constant, msg value to a
browser window’s window message handling procedure. The lower two bytes of the wParam
variable in that message would then be a number. that is used to identify whig:h button was
pressed.
[001 18] | By subclassing a broWser’s window or child window, as desﬁribed above, any
messages that are sent when a user interacts. with any of the i'nterfaée controls may. be
intercepted. Once a message is intercepted, the BIO windo‘\_v message handling‘ proceduré
can irﬁerprét it and react to it. If the functionality of the interface control is to' remain the
same (i.e., not added to, deleted from, or modified by the present invention), the message
may bé passed back to the original window messa'ge- handling procedure. In this way,
virtually all of the interface controls that exist in the browser 72 may be controlled. In
addition, interface controls may be added to the browser interface 20 and assigned command
idemiﬁers (which are passed in the wParam). The BIO window message handling prdcedure
can then interpret the wParam and provide the functionali-ty of the Interface control that is to

be added. In addition, functionality may be removed by simply having the inventive window
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_procedure do nothing if it receives a command identifier associated with an interface control
that is to be removed from the browser. That command may thus be preyented from péssing
to the browser window’s origina_l message héndling procedure.
[00119] Using the varidus embodiment of the present inventibn, as discussed in detail
~above, an Internet user- may create a brow;ér inlerfaée 20 having user-defined interface
controls. Thep, By seﬁing the parent of the window for that browser interface 20 to a window
that has been subclassed, any message from the new (i.e., co>ntrolled) window will be har_mdled
in the BIO window message handling procedure. This can be used.to add any interface
object 40 such as a-téolbar, dialogbar, floating diglog etc., to the browser interface 20.
[00120] The following illustra_t‘ive,'non-lirrﬁting application exémples are provided to
-funher describé the present inventioﬁ. A Plug;in or ActiveX control- that stays persistent as
an Internet user traverses the Internet may add an interface object 40 to the browser interface
20 that enables a user to download their “Bookmarks” or “favorites” from a database located
~on the Internet. | The interface will be added directly into the browser interface and will allow
Alhe user to v‘isAit the “bookmarks” or “favorites” .links that they downloaded, using the
interface object 40 pro.v:ide_d by the Piug-in or ActiveX control. This interface object 40 will
~serve a similar function to the current “favorites” or “bookmarks” menu items and toolbars on
existing browsers. The beneficial difference is that since the bookmarks will be downloaded
from a database on the Internet, users have access 10 their bookmarks on any computer’s
browﬁer that is capable'of loading the Plug-in or ActiveX control. |
[00121] The present invention may also be used to generate revenue based on placing
advertising “links” included in the"‘favoriles”_or “bookmarks” on the browser interface 20
via the P]ug-ih or ActiveX cohtrol. Cons@er targeting could be based on, for example,

information stored in databases, such as name, age, sex, income, race, education and
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geographic location, and preferences such as favorites and bookmarks or other preferences
that are stored on the database or exist on the browser 72.
[00122) A Plug-in o-r ActiveX control that stays persistent"as the user traverses the
Iﬁtemet may be used to add an interface object 40 to the browser interface 20 that permits a
user to download théir “address book” from of a database located dn the Internet. Such an
imerféce objéct 40 imay be éddéd directly into the interface of the browser interface 20 and
will allowlthc user to send e-mail as well as retrieve stored information for contacts listed in
their “addre§s b’qdk”. |
[00123] The‘present invéntion may also be used {0 eam revenue based on placing
advertising “links” included in the “address book” on an interface objeét 40 of the Plug-in or
| ActiveX control. ‘Co_hsumer tméeting coul(d be based for example on information stored in
databases, such as name, age, 'sex-, income, race, education and geographic location, and
preferences such as favorites and bookmarks or other preferénces_tﬁat are _stored on the
database or gxist 6_n the browser.
[00124] . The present inventioﬁ may use a Plug-in or ActiveX conlrol.to_add an edit box
on the browser interface 20 that allows a user to type a search'direcily into the brox;vser
insleaa of having to visit a web pagé that allows the user to séarch. |
[0012_5] Additionally, the Plug-in or ActiveX control lihatrslays persistent may poll, or
periodically seek -- at user, web site or program selected intervals -- information from a
prefeﬁed web site, even though the user is surfing a d‘iff-erem web siie. As the preferred web
site is polled, the preferred web site can send updated information to the interface object on
the user’s browser, such as near real-time notiﬁcatibn of the receipt of mail, continuous
updating of stock prices, or other time sensitive information, such as, for example, néws feed

headlines, sports scores for selected favorite sports teams, and the like. The preferred web
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_site can control, if desired, the timing of the polling; so as to control lhg tfafﬁc at the
preferred web site dufing peak usage periods by extending the time interval between poils.
[00126] Since the shell created by the library file, as described herein, is an
environment within which ap;;lications can be run, or information d.isplayed, any information
_or program can‘.be addéd to the interface of iheAbrows-er using the present invention. The
shell isAindepe.nc.iem of the browser interface, the content of the browser, aﬁd even the corﬁent
of the shell itself. In short, the shell is an adaptable piece of functionality that does not, in the
e#treme, even need to be visible tp the user. Thus, in usé, the shéll can b_e emply and receive
its contents from a web site, or ihe shell could get i’lug-ins, or the.shell could even get new
library files and learn to parse new information “on the fly” as the shell receives new contents
| from a web site or user. Thus thé present iﬁvemion provides signiﬁcaht opportUnitieé to
“direct desired information from_ a preferred site to the user even as the user visits other sites.
A Of course, the more user-specific functionality provided by a web si;e via the customizable
_interface of th-e‘present invention, the greater user loyalty that web site can engender.
4[00127] o fn another gmbodimenl of the prese;n inveﬁtion, and with reference now to
FIGS. 11- ]77 a shoppihg assistant bunon may be added 1o a toolbar of the Internet browser
_interface to facilitate on-line shopping at a supported merchant web site. Functi.onality of this
embodiment, including defining the shopping assistant Eunon, is provided by c;)mputer code
transmitted from a server and stored on the user’s computer. The computer code monitors the
Iﬁterﬁet navigation of “the Internet browser to determine if the b-rowser is at a supported
merchant web site, provides an indicator for the shopping assistant button when the Internet
browser is .at a supported -merch_am‘web site, and fills out a supported merchant check-out
web page. |
[00128] * As user herein, the term “on-line shopping” refers to the process by which a

user of an Internet browser' my purchase merchandise and/or services over the Internet using
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a computer. An on-line merchant (e.g., a seller of merchandise and/or services over the
Internet) may provide a web si'te hosted by a merchant server via which a user Amay access. -
one or more web. pages usiﬁg an Internet browser. Various merchandise and/or services may
be offered for sale by the merchant via the one or more web pages. A shopper may view the
merchandise, 'description- of the services, select various merchandise and/or services for
placerhent into an electronic shobping cart, view the contents of the shopping cart, and check-
out (as described in more detai>l below). |
[00129] The browger interface 20 depicted in FIG. 11 includes an interface objéct 40
comprising aﬁ inter:face object foolbar 42 and a shopping assistant buttén 144 tha_t provides
" various functionality to the browser interface 20, including, by way of ﬁon-limiting example,
the ability fof a user (the terms user and shopper being used interchangeably herein) of the
browser interface 20 to create and edit an electronic wallet (discussed in m;)re detail below),
disable the shopping assistant button 144 (and shopping ﬁjnttionality'from.the' browser
interface 20), list'sﬁppqﬁed :merchants, query about the shopping assistant button 144, pull.-
down menu 44, and functionality pfovided by the ;hopping assistant bunén 144, and §uery
for help about use of the shopping assistant bunqn 144 and the fuﬁctionality provided
thereby. Shopping assistant computer code or sofiware (e.g;, a .dll or .exe. file, jévascript,
etc.) 1s provided by a server and stored on the user’s computer 50 and operable in-connection
with the browser and browser interface 20 to define and providé the shopping assistant button
144 an.d other functionality provided in accordance With the present invention, and -as
described in more detail below.
[00.1 30] In a preferred embodiment, the shopping assistant button 144 and ﬁnctionalily
provided thereby is provided when the interface object 40 is added to the browser interface
20, as described in detail above with regard to the vaﬁous embodiments of the present

invention. That is, when the interface object 40 is added to the browser interface 20, the
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_shopping assistant button 144 and associated computer code are transmitted or downloaded to
the user’s computer 50. Alternatively, the shopping assistant button 144 and fuhctidnality
may be selectively added to the browser interface 20 upon request by the user, i.e., before or -
after the interface object 40 is édded.
[00131] The shor)ping assistant fun’cﬂtibnality provided in accordance with this .
embodiment cf ihe present invention is provided, at least in the first instance, by a. server 102
(which. may comprise one or more computers, located phi/sically proximate each other, or
pirysically separate fromi each other) (see, e.g., FIG. 10) that may be accessed when the user
provides a predetermined Internet address or URLA in the URL address window 26 of the
browser interface 20. The server 162 is preferably a secure server'(i.e., one that is only
accessible via a Secure vSocket. Layer (SSL) connection). At that predetermined Internet
address, the user may cccess one or more web pages, at least one of which enaiales_ a user 10
set up a wallet m accordance with this embodi-ment of the present _invemion. "Exemplary
~wallet set-up iveb pages are depicted in FIGS. 12-14 and discussed in rriore detail below.

-[00]32] ‘ The shopping_aSsistant functiona]ity" is also provided by shopping assistant
computer code or sorti\'are downloaded;by the server 102 to the user’s computer 50 and
~ operable in connection with the browser interface 20 and shopping assistant button 144. The
shopping assistant code may be a .dll or .exe file, for-example, Javascript, or other known
types of computer code or software ﬁles. The shopping assistant code monitors the Internet
naviéation of the Internet browser by intercepting the Internet address (or domain or URL)
each time the user causes the browser to navigate to a different Internet éddress. The
shopping assistant code also compares the- intercepted Internet address with the Internet
addresses of supported merchénts by comr)aring the intercepied address with a supported
merchant file containing Internet addresses of supported merchants. The suppcned merchant

file is preferably downloaded by the server 102 and stored on the user’s computer 50. Each
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lime a user logs into the server 102, the server 102 compares its version of the supported
merchant file with the version élored on the user’s computer 50 (that ve;sion infofmationmay- :
me transmitted by the user auring the login process, for example). The_ server 102 downloads
10 the user’s computer an updated version of the supported merchant file, if necessary; The
shqpping assistant code also intercepts each web pége received by the browser and
determines the (ypé of web pagé (e.g., billing web page, merchant home page, merchandise
bage, etc.)'by_ the HTML code and http request headers.

[00133] | The shopping assistant code also defines the shopping assistant button 144 andv
pull-down menu 44; and controis the communicatiop between the bfowser, the server 102.and
* the merchant server for on-line shopping.

[00134] | The shopping assistant bunqn 144 may be provided- as part ,Of the interface
object 40 in'accordance with the various embodiments of the present invention. However, for
a user to utilize and access the shopping assistant functionality, the usér must first set upa
wallet. As used herein,_ the term “wallet” refers to a file (that may be encoded or encrypted)
parﬁcular 10 a user and comprised 6f information (also referred 1o herein ag data) specific to
that user, providéd by that user, and stored in a wallet database 104 .provided on a data
storage device 106 (e.g., hard drive, optical disk, etc.) of theb_server 102 (see, e.g.'; F]G. 10).
The W_allet ‘database 106 is structured so that the information 'provided by the user when
setting up the wallet is stored in predefined fields or field names. Similarly, a supported
merchaht data file is structured using the same fields o; field names, to the extent that the
merchant check-out web page(s) require the same informlation as was provided during_thé
wallet set-up process.

[60]35] To set up a wallet, the user must provide certain information in response 1o
certain wallet set-up web pages provided by the server ]02. It is known to persons skilled in

the art that an Internet broWser receives data from a server, typically HTML data, for display
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- by the browser imerfacé 20. Thus, reference herein to vu:/eb pages being provid_ed by a server
refers to the downloéd or transmission of data from the server for display by aﬁ _lnbtemet
browser.
[00136] An exemplary Awalle‘l set-up web page is depicted ih FIG. 12 and generally
_designated as IOOO. That web page 1000 may be accessed, for example, via the “edit wallet”
option on the pull-déwn menu 44 of the shopping assistgm bution 144. By selecting a
predetermined link on the wallet set-up web page 1000, such as, for example, a “Set up your
Wallet” link 1002, a wallet data entry web page 1010, such as is depicted in FIG. 13, is
) downloaded by the server 102. At the wallet data entry web pége 1010, the user enters
certain information in a plurali;y of fields ]0]2- (e-ither pull-down menu or alpha-numeric
~. entry). The informatiqn may be, by way of noﬁ-limiting example, credit card type, number,
expiration date, user’s first and last name, bil]ing address, phone number, user ID, user
i ‘password, and various other information particular to the user. When setting up a wallet, -
_each user is élso required to enter a security key (see, e.g., FIG. 16) which is necessary, in
‘addition to the .us-er’s ,]D and péssword, 10 access aﬁd use the user’s wallet. When the user
has completely filled out all required fields 1012 in the wallet data entry web page 1010, the
_user may select ‘a “Finished” button (not shown), whiéh ‘transniits the ﬁser-entered
information to the server 102. In response, the server ].02 downloads a wallet éummary web
page 1020 that includes a summary 1022 of the ﬁser’s newly entered account information for
review by the user priér to finally setting up the user’s wallet, as depicted in FIG. 14. If the
user information is correct, the user may select a link on the wallet summary web page 1020
‘such as, for example, a “Click here to comipue...” link 1024, that causes the user information
(data) to be transmitted to the Aserver 102 and stored in the .wéllet database 104 on the data
storage device 106. During the wallet set-up procedure' just described, data is being

transmitted between the server 102 and the user’s computer 50 (see, e.g., FIG. 10). For
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example, web pages 1000 (FIG. 12) and 1010 (FIG. 11) may both be transmitied by the
server 102 for display} by the ﬁser’s brov.vser interface 20 when the user selects ihe “Set up. -
your wallet” link-1002. Wﬁen the user has completed the informalibn required on the wallet
daia entry web page 1010 and selects the “Finished” button (not shown), the user information
of data may be lransfninéd to the server 102. Upon receipt of the user information from the
user’s- compuier 50, the server: 102 may transmit the wallet summary web page 1020.
Ahemalive..ly, each of the above-described web pages may be transmitted separétely by the
server 102 and in response'to a user-initiated action (e.g., upon selection by the user of z; link.
or button). | |
- [00137) The server 102 may be that of a content provider 100 or 6ther, Internet service
provider such- as, fbr example, a s.earch engine prox}ider or ISP, col]ectively,rgferred to herein
as the provider 100. On-line merchants are selected by the provider 100 in connection with
which the shopping functionality of the present invention .may .b.e ﬁsed. A sdpporled
merchant ﬁlg con‘ta.ins a Iisf of all supported merchants, including their respective ln’temekt
addresses. That file may be used By the shopping assistant computer code. to determine if a
user has navigated to a supported merchant web site by comparing the URL entered into ‘the
URL addréss.Window-26 (or provided in a link) with the u.rls contained in the supported
merchant file.
[00138] A Once a merchant (a merchant is generally designated 200 in FIG. 10) has been
selected, the provider 100 determines the merchants’ éhéck-out process, including the layout
of check-out web page(s)>(see, e.g., FIG. 17), ahd information required to complete the
merchant’s check-out process and check-out web pége(s). The provider 100 creates a
supported merchant rules and mapping file for each selected merchant (also referred 10 herein
as a supported merchant) that defmes a plurality of mercﬁant field names that correspond to

the user data required by the merchant during its check-out processes and its check-out web
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. page(s). For example,. and with reference to FIG. 17, é supported mgrchant check-out web
page 2100 requires that a shopper provide billing inforrﬁation including, for example,
payment methpd, credit card: humber, exbiration date, and ipersonal infonnalion for the
sﬁopper (e.g., name, address énd telephone number). The merchaﬁt field names correspond
~to wallet field names defined in the user’s wallet.. Each supported merchant rules and
mapping file. may cﬁﬁtain different merchant field names, as each mer-chant may require
different information during its check-out process. However, all merchant field names
cérrespond to wallet field names.

[00139] The supported merchant rules and happing file méps the wallet data ‘(i‘.e.,
wallet field names) to the reéuired merc}iam‘,data. (i.e., merchant ﬁeld. names). -For example,
an entry in the r‘ne.rc'hanl rules and m.apping ﬁle., defining a first name field and last name field
may be structured as follows: |

. _rmi _pageFields[1] = new rmi_ﬁeldMap(“céntactFirstName” , “text”

. “wallet_b_fnérﬁe_ﬁrst”);

'nni _pageFje]dstZ] = new rmi_ﬁeIdMap(“coniactLastame” . “text”,
“wa}let_b_fna‘me_last”).; o |

~where “wailet_b__fhame_ﬁrst” is the wallet database field name for the user’s first name.
H.owever, in the supported merchant file, the user’s first .name is identified as
“coniachirstName”_. '_l'hus; the present invention maps the fields in the wallet database to the
fi‘elds; in the supported merchant file so that each merchants order foﬁn may be automatically
filled out when a user shops at a supboned merchant web site.

[00140] | W.ith reference now to FIGS. 15-17, an exemplary check-out process will now
be described. As different me}ch;nts may have different cheék-out précesses and provide
different check-out web pages, the following description is merely illustrative and not

intended to limit the scope of or otherwise define the present invention. In addition, the
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followingA description does m;t ‘track the entire on-line shopping process (which fnay'also vary
from.merchant to merchant), but only the check-out process, which generally begins after the

user has selected a “Check Out” or other similar button on a mercha'm web page.
[60141] When a user launches their Internet browser, the: interface objéct 40
auiomaticallyleslablishes; a connection between the user’s computer 50 and the server 102.
_Varioﬁs user idata is downloaded by the server 102 to the user’s computer 50. The user may
cause the ._Intemet browser to navigate to any Internet address by -typing the address in the
URL address Winglow 26 (see, e.g., FIG. 11), or by selecting a link on a web pagel.
Regardless of how the browser is caused to navigate the lrﬁemet, l-he shopping assistant code
intercepts the URL for each Internet site navigated to by the user, ana compares that URL
with the supponea merchant data file. If a métch is found, thé'shoppjng assistant code
provides aj user perceptible indicétor on the shopping aésistant button 144 such as, for
~ example, a yellow circle, that indicates that the user has nav;'g'ated to é supported fnerchant .
web site. The sh'opping assistant code also makes a request to the server‘](OZ for a doWnloéd
of é file containing rules and mapping data for that merchant and that provides details on that-
merchant’s check-out process. |
[00142]) | The shopping assistam code also intercepts each web page reqeivéd by the
broner to determine the type of web page, e.g., a billing page; é-mail address request, credit
card infbrmation request, etc., by looking at the HTML code ‘and the http request heéder.s.
That information was obtained during the provider’s.se]ec':tion of merchants and creation of
the supported merchant daia files. Using the merchanl’s rules and mapping file, the shopping
assistant code can determine the specific page being éerved and how the user’s information
should be provided in that page. |
{00143] If the shopping assistant code determines that the user’s wallet is required for

a particular page, it opens a security key window 3000 in the user’s browser interface 20
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-asking the user 10 enter a security key (SK) in a data entry window 3020, as depicted in FIG.
15. Once the user has entered a SK and selected a f‘Cominue;’ button 3030, that se(urify key
is securely transmitted, preferab]y using htips, by the user’s cc;mputer 50 to the server 102.
The server 102 compares the ﬁser data (e.g.. ID and SK) with data'previously stored in that
.user’s wallet on the wailet database 106. If 'the‘: data 'match'es, the SK is verified and an
authorization is iransnﬂitted by the server 102 to the shopping assistant cbde; a rejcctioh is
transmitted if the data does not match. The authorization may be provided as a wallet
information window 3106, such as is depicted in FIG. 16. When a SK is successfully verified
by the server 102, .a “s_gcure cookie” is transmined- over SSL to the secure server, and_ t-he
user’s on-line shopping session using his/her wallet begins when the “secure cookie” is set.
.The “secure cookie” is aggressively t>imed out, énd is preferably valid for uj) to one (1) hour.
[00144] If the user desues to continue the check out process using the shopping
assistant functionality of the present invention, the user may select a “Continue” button 3130.
If the user desires to check-out using the merchant’s checl;-out process, the user may select a
“Cancel” bun_oh 3140. Wh_en'-the user selects thé Continue button 3130, the shopping
assistant code retrie’veg the user’s wallet from the wallet database 104 on the server 102, and
»automatically fills in the mercham’s check-out web page 2100, depicted in FIG. 17. The
‘user’s wallet s Securely transmitted by the server 102; preferably using ht1ps; The user’s
wallet, and thus the user’s personal data, need not be stored on the user’s data storage device
52, bﬁt only in temporéry memory (also referred to herein as main rﬁemory or RAM) 60, and
used by and in connection with thé shopping assistant code and functjoﬁali;y of this
_ embodiment of the present 'inventi‘on: The user’s data may automatically expire, or it may be
flushed from memory 60 when the ﬁser closés the browser.
[00]4Sj ‘Depending upon the type of web page displayed by the browser, the shopping

assistant code provides the appropriate user data from the user’s wallet (temporarily data in
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. RAM) to the web page. For example, if the shopping assistant code determines the web page
isa “billihg address” web page, the user’s billing address data will be copied from RAM to
populate the fields in the billing address-web page, and ultimately communicated to the
rﬁerchant’s server. During ihe check-out process, the shopping éssislant code operates in
connection with the herchant mles and’ mapping file and with the user’s wallet to
automatically providé user data required by the various merchant check-oﬁt web pages.
[00146] The wallet database ‘106 may contain only wallet data or altematively, the
-wallet data may be located in a database with other data. While the wallet is preferably used
by and in connection wnh the shopping assistant button 144 and functionality, the wallet may
also be used by applications other than shopping assistant such as, for example, bill paying,
“shopping without shopping assistaﬁt, and in connection with viriually any on-line transaction
that requires that the user enter personal data. _Thg wallet provides secureAtrainsmission and
handling of the user’s data and makes thﬁt data available for use by the user in connection
with various én-line, transactions -without unnecessarily compromising the security of that
data.

[00147] Once a user has set ﬁp a wallet, the functionality provided in accordance with
this embodiment of the present invention.is now available to the user as the user shops on-
line. Preferably, the on-line shopping functionality is >avai]able for use in connection with a
supported merchant regardless of the Internet site to which the user is connected (via the
inte-mel browser). Thus, the user need not be connected to the brovider’s Internet site, or
even to a supported merchant’s web site. The shopping assistant code _handles all
communiéation between the user (the user’s computer 50), the server 102, the wallet database
104, and the merchant’s lnterﬁet ;ite and check-out web page(sn).

[00148]  In accordance with another embodiment of the present invention, a button 44

(i.e., interface object) may be added to a browser interface toolbar, such as an interface object
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toolbar 42 (see, e.g., FIG. 4) by a party other than the provider 102. For example, a link may
be provided on a corporate web site that enables visitors to that web site toadda Buu@n 4410 - -
their interface object toolbar-42 that would provide a one-click link _io that corporate web site
frdm the browser interface 20. Corporations, or any entity hosting a web site, may spbnsdr
the provider IOQ becéuse-the addition of the corporate button to the interface object toolbar
42 enables a user to return to ;hét_ corporate web site from any other web site with a single
mouse click. The addition of the corporate button to the browser interface (i.e:, the toolbar
42) thus establishes an afﬁnity between a user and the corporate web site. ' The -corporate
sponsor designs the bunon (e.g.,l look (one-click button or jmll-dowh menus), icon, etc.), and
~ provides the button design and URL data 1o the provider 100 for incorpbration in a database
maintained by the ﬁroy)ider and associated with browser interface. Thus, a corporate sponsor
may have a button defined in the provider database.
[00149] If a visitor 10 the corporate web site wants to install the.corpor_ate button in
their browser interface 20, but does not have a browser interface toolbar 42 installed, the
present invention also enables installation of the browser interface toolbar 42 and corporate
button 44 in the browser interface 20. On the other_hand,‘lhe coi‘poraté button 44 may be
added to a toolbar 22> of the browsér interface 20, or may be added as a bution 44 of an
interface object toolbar 42.

[00150] The present invention may also be used as a teaching tool. For example, the

" . interface object toolbar 42 may include a plurality o f buttons 44 which may be caused to

change color, blink, highlight, etc., to direct a ﬁser’s attention 10 that button or' 10 the
functionality provided by that button.

[00151] The present invention may also enable a provider or corporate spoﬁsor o
notify a user of certain properties of the provider or corporate sponsor when that user visits a

competing website.  For .example, when a user visits an automotive website, the
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. corresponding providef property (e.g.; provider Autos) would be highlighted to alert the user
of the availability of that feature at the provider website. Software may be provided bn the
user’s computer to intercept the URL ‘each time the user causes the browéer to navigate to a
web site. That intercepted URL may be compared with a file containing a plurality of urls for
the provider probenies.

[00152) - Importantly, determining the web site to which the user hés navigated at any
particular instant is determined by the user’s computer alone. Thus, no information regarding
“the usér’s activity on the Internet is communicated to any server.

[00153] | Generally, two-steps are required to add a merchant to the user’s merchant list.
First, the user must establish an on-line ac’couﬂt with a merchant via that merchant’s web
_page. In so doing, the user may be asked fo enter a user login idenﬁﬁer, password and
account number(s). Once that data has been'aqgep;ed by the merchant, an on-line account is
~ set-up fo’r the user. Second, the user must link the on-lipe merchant. account to data for that .
user in a secure database. For example, a user may access a web page via which merchants
may be selectevd,r andldata_ speéiﬁc to that user and merchant (e.g., that user’s login identifier,
password, account nﬁmber, etc.) may :be entered. That data may then be verified (by
communication with the merchant web site) and stored in the secure databaée for the user.
That (those) step(s) may be carried out using anothex-' web page (i.e., one ‘that may not be
associated with the merchant). Once those two steps are completed, the user may add the
merchant to the mefcham list, and automatic login to the user’s account at a particular
merchant may be effected by simply selecting that merchant from the merchant list.

[00154] Each time a user activates ‘(launches) his/her browser, the computer code
provided in accordance with ‘the present invention will autorﬁatically communicate with a
predetermined Internet site to retrieve data specific to that user. That retrieved data may be

used completely or partially to provide functionality to the browser and to add interface
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objects 1o the browser interface. Thus, the data retrieved will aeﬁne the automatic login
interface object, including an ué-lo-date merchant list. |
[00155] ~ Referring next to FIGS. 18A-18B, a preferred embbdi_ment of an automatic
login method of the present invention will now be discussed in detail. The method depicted
iﬁ FI1GS. 18A-18B, ahd discussed in detail below, considers that the éutomatic login interface
objeci has already been added 16 the browser interface, as described in detail above. That
method also considers that the computer code providing the automatic login (and other)
functionality in-accordance with the present invention has been communicated (o the ﬁser’s
computer, and is o;;erable in cohnection with a processor thereof and in connection with the
" user’s Internet browser. At step 1810, a user selects a merchant from the merchant list
| provided via 'the automatic ]ogin.interface object, which may comprise a bution and a pull-
down menu. At step 1820, the cdmputer code (also referred to as the client) causes the
browser to open a hidden window wi.thin which the automatic login _précess will be carried
out, The computér- code also communicates a first request comprising a merchant idemiﬁe-r
and a cookie.lo a server, preferably é secure server, §uch as depicted in FlG.. 19 and discussed
in more detéil-be‘low. The secure server receives the first request and determines if -the
cookie is a secure cookie, at step 1822. If the cookie is not a secure cookie, the uéer has not
logged_ in securely for the present Internet session, or a predetérmined amount of time has
passed since the user securely logged in. In either case, the secure server communicates one
or moré web pages to the user’s browser (which open as new browser windows within the
user’s broWser) 'prompting the user to enter certain data to securely log in, at step 1830. Qné
of the data the user must enter is a security key, which the secure server receives and
determines if it is the correct and/or valid security key for that user, at step 1832. If an
incorrect security key is entered, the sécure Server determines if the user has attempted to re-

enter the security key more than a predetermined number of times, at step 1834. If the user
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. has exceeded the permissible number.of retires, the secure login process will terminate (be

terminated by the secure server) and the user’s browser will return 10 display the web page

displayed prior to the user selecting the merchant from the merchant list of the automatic
login interface object (bunon)-, step 1850. If the user has not exceed the permissible number

~ of retires, and has not sélected to cancel the secure login process, at step 1836, the user may

attempt to re-enter a -security key; the secure server again determining if a correct security

key has been entered, at step 1832. - If, afier a predetermined number of attempts a correct

‘sécurity key is not entered, or the user elects to terminate the secure login process by

selecting a cancel button, the secure login process Will terminate (be terminated by the se_cﬁre

server) and the user’s browser will return to display the web page displayed prior to the user

selecting the merchant from the mefchant list df the automatic login interface object (button),

step 1850.

N [00156]. If the user successfully enters a correct security key, the secure server .
, communicates. an approval message 10 the computer code, step 1840, which then
communicates é éecond requcsi' to a feed server ]842 for the user’s credentials specific to the
selected mer;hant. The second request may include a user identifier and a merchant
identifier that may be interpreted by the feed server to locate the user and the user’s
credentials in the database. If the feed server matchés the second request with a database
entry, the user’s credentials (e.g.,l login identifier and password for the merchant, web site
identifier (e.g., url) for the meréhant, and merchant rules file) are éommunicated by the feed
server to the user’s computer. The computer code receives the credentials andA causes the
user’s browser to navigate to the merchant’s web site’ (as identified by the url) and
automatically populate the loéin fields with the user’s login' identifier and password and
according to the merchant rules file, thus effecting an automatic login of the user to the

merchant web site.
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[_00157] ‘ The above-describe automatic login process is carried out in a transparent
manner by the computer code brovided in accordance with the present invention. In addition,. -
the present invention proviaes the ability to control the browser inlérface and to thus control
névigalion by a user in such a way that rules for controlling the navigation, in this case, for
aﬁtomated loginto a merchant web site, can be changed on the server side without changes to
the client. The preSent invemioh may advantageously utilize the Document Object Module
(DOM) avéilabl: to the browser to effect changes to the rules as just described. -That is, after
the user selects a mercﬁant from the merchant list," the computer code -carries oﬁt the
automatic login prdcess withoﬁt requiring further input from the user (except .for the case
 where the use is not securely logged in). With continued reference 10 FIGS. 18A-18B, the
automatic loéin cafn'éd out by the computer code provided in accordance with the present
invention will be discussed in more detail. At step 1844, the computer code determines if it
has received the credentials in response to the second requéstl If not; the cpmputér code
generates an error rﬁessage t.hat is displayed y the user’s browser, step 1860. Thereaﬁer, thé
computer coae causes the hidden Window (opened at step 1820) to close énd the automatic
login process to terminate. The display in the browser then returns to lhe.web paée displayed
prior to the user selecting the merchant from the merchant list. If the computef code has
recei\}ed the credentials, as determined at step 1844, the cdmputer code launches another
hidden window to carry out the remainder of the automatic login process, at step 1870. At
any tirﬁe before the automatic login process is compl_éte, the user may cancel the process by
selecting an appropriate button displayed by the computer code, e.g., a cancel bunoh
displayed while the computer code is carrying out the automatic login process. " If the user
elects to cancel the automatic login process, at step 1872, the computer code will ciose all
hidden windows opened during the process, and the displa-y by the browser retumns to the web

page displayed prior 1o the user selecting the merchant from the merchant list. If the user
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does not manually terminate the automatic login process, the computer code may cancel the
process if a predeleﬁnined amount of time has passed before the process is comblé_léd. For
example, afte; recetving the credentials, the computer code may be uhable 10 cause the
browser to navigate to the mércham web site due 1o equipment or ﬁetwork problems. In that
case, the compﬁter codé will terminate the a_uidmatic login process, step 1874, and display an
error message 10 the-user that the automatic login could not be completed; step 1878. At that
point, the computer code may offer the user an opportunity to attempt the automatic login
brocess again, step 1878, at which point the process returns to step 1,844 and proceeds as
described herein. |

[00158] If the computer code determines that the automatic login process has not -
~ automatically times out, step 1874v, the comﬁuter code determines if it has received a login ‘
confirmation from the merchant web site, step 1876. To do this, the computer code evaluates
the HTML data received in the hidden Qindow and looks for a predetermined word, words, .
message, or‘o-ther indicator that the login at the merchant web site has been successful. For
example, a meréhant web site may display a message afier a user has successfully logged in.
That message may be included as ;;an of the merchant rules file communicated by the feed
server to the compuler code as part of the credentials. The computer code can thus determine
if an automatic login has been successful. If it has, thé computer code displays the web page
from the merchant web site in the main brow;er window, step 1890, thus effectively causing
the user’s browser td navigate to the merchant web site and direétly to a web page for that
user’s account.

[00159] Referring next to FIG. 19, a system for facilitating automatic login by a user to
a web site is there depicted. The system compﬁses a server, Which may be a single server, or
a plﬁrality of servers 1900, 1920, 1940, as a routine matter of design choice. In a preferred

embodiment, the system comprises a server with a data storage device and having software
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stpred thereon. The software communicates computer code 10 a user’s computer for adding
automatic login functionality 1o the user’s Internet browser, as described in détail herein. .
[00160] In.the embodiment depicted in FIG. 19, a secure §éryer 1900 carries out a
secure login process in connection with the computer code. The secure server 1900 has a
détabase with a pluraiily of user data and corresponding security key information. The secure
server 1900 can receive a cookié from a user and determine if the cookie is a secure cookie
Qith a valid security key. If so, the secure server 1900 can communicate an affirmation or
authorization to the computer code on the user’s computer. |
[00161] A feéd server 1920 has a database with a plurality of user data, including
" merchant légin and password data, and merchant rules data, for each merchant supplied by
the user. W.hen the computer code on the user’s computer receives the -affirmation or
authorization from the secure server, the computer code communicates a second request to
the feed seﬁer in_cluding cookie haviﬁg a user identifier and-m‘erchant fdemiﬁer. The feed
server detenmnes lf there is a match between the user ldenuﬁer and mercham identified in
the dalabase on the feed server and if so, communicates credentials to the user’s computer
In a preferred embodiment, the credentials comprise a user login 1dem|ﬁer, a password, ad a
merchant rules file, all speciﬁé to a particular merchant. The computer code uses the
credeﬁt_ials to cause the user’s browser to navigate to the merchant’s web site and to the login
web page at that site, 10 automatically populate the login fields (login identifier and
passwofd), and effect a login according to the mercham rules file (e.g., select a “login” or
other similar button). At this point, the user’s computer may be connected via the lnteme; to
the hercham’s server 1940. Once the computer code determines that the automatic login has

been successful, the merchant web page for the user’s account is displayed by the browser.
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. [00162] 1t will be obvious to persons skilled in the art and from the disclosure provided
herein that the various embodiments of the present invention may be carried out using
software provided on the user’s computer and on the various servers.

[-00163] It isto be undérstood that the present invention may be implemented uliliziﬂg
~ any number of compdtér technologies. For example, although the present embodiments are
disclosed as opérablé in connection with the Internet, the present invention may be utilized
over any computer network, including, for example, a widé area network. Similarly, the user
-cbmputer 50 may be any device that may be coupled to the network, including, for example,
personal digital assistgnls, web-enabled cellular teiephones, hard-wired telephones that aial
into the network, mobile computers, personal éompulers, Internet appliances and the like.
.Funhennore, the servers described herein may be of any type, running any software, and the
software modules, objécts_and plug-ins described herein may be written in any programming

language: Lastly, the database and storage devices described herein may utilize any storage .
~ technology, in;cluding, for example, local computer memory, network anaéhed storage, and

| any knpr st_oragé medium, _suth as magnetic or opfical.

[00164] Thus, while there havé been shown and described and pointed out fundamental

novel features of the invemion_ as applied to preferred embodiments thereof, it will be

understood that various omissions and substitutions and changes in the form and details of the

disclosed invention may be'made'by those skilled in the art without departing from the spirit

of lﬁe invention. It is the intention, therefore, to be limited only aé indicated by the scope of

the claims appended hereto.
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CLAIMS
~ What is claimed is:
1. A method of facilitating automatic login by a user to a web site using an

Internet browser and a computer, said method comprising the step of communiéating
computer code to the corhpuler to add automatic login functionality to the browser that uses
user data to automafica]ly log the‘ user in to the web site.

2. A method as recited by claim 1, wherein said communicating step comprises
communicating ‘computer ¢ode to add a button that adds automatic login functionality t§ the
browser that enable; a user to aécess a merchant list and to automaiically login toa web site
* of a merchant on the merchant list by selecting that merchant from the mérchant list.

3. | A method as recited by claim 2, wherein the bution provides access to the
merchant list via a pull-down menu.

4, A method as recited by claim 2, wherein the compﬁter code facilitates
automatic commu'ni-catic_m of a request 10 a server when a user selects a merchant f;om thé
merchant list; |

5. A method as .recited by claim 4, wherein the réquest i'ncludés a sec‘ure cookie.

6. A method as recited by claim 4, wherein the request comprises a ﬁfsl requesf
and a second request including a user identifier and merchant identifier.

7. A mgthod as recited by claim 6, wherein the first request includes a secure
cookie.A |

8 -A' method as recited by claim 1, wherein the computer code monitors 4the-‘
Internet navigation of the browser by intercepting an Internet address for each Intemnet site to
v»;hich the browser is caused to navigate.

9. A method as recited by claim 2, wherein the computer code determines if a

merchant is a supported merchant.
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10. A method as recited by claim 1, wherein the computer code provides an
indicator when the browser is caused 10 navigate toa supported merchant web site.

11. A method as recited by claim 2, further comprising the steps of:

receiving a ﬁrét request from a user; |

détermihing if the first request is a secure request;

if the first request is a secure request, communicating a résponse to the user;
and

if the ﬁrst request is not a secure request, communicating a secure login ‘web
page to the user for display by the Internet browser..

12. A methpd as recited by claim ]1, wherein the determihing step comprises
determining if the first request includes a securé cookie.

13. A methbd as recited by claim 11, further comprising the steps of:v

receiving a second request for a uSer credential; and
’ Eommunicating the user credential to the user.

14, | A method as recited by clairﬁ 13, Wherein the user credential is stored on a
server, and wherein thE usér credentiél is at least one of a login identifier and a password, and
wherein the ﬁser credential is épeciﬁc to é merchant and to a web site of the merchant.

15. . A method as recited by claim 13, wherein the second request iné]udes at least
one of a user idemiﬂer and a merchant identifier.

16. A method as recited by claim 14, wherein the user credential includes a
merchant rules file for the selected mérchant.

17.  An Internet browser interface displayable by an Internet browser on a
computer display, said browser ihterface Seing modifiable by a user of the browser to add

functionality to enable a user to automatically log the user in to a web site using user data.
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18.  An Internet browser interface as recited by claim 17, wherein said
functionality is provided by c&nputer code operable in connection with a proceissor of the .
computer. | |

19. An Internet browser interface as recited by claim. 18, wherein said
fuhctionality is provided 'by computer code operable in connection Wilh a processor of the
cor_npdler for adding an automatié_ login button to said browser interface that adds automatic
légin funciionaljty to the browser that enables a user to access a merchant list and to
automaticall){ lbgin to a web site of a merchant on the merchant list by selecting- that
merchant from the n;erchant lisl,'and wherein the button provides access té the merchant list.

20.  An Internet browser interface as recited by claim 19, wherei_n the computer
code facilitatés automatic communication of a request to a server. when a -user selects a
merchant from the merchant list. - -

21. | An Internet browser iﬁlerface as recited by c-laim 20, Wherein the i'equest
includes a secure Cobkje.

22. | An Internet browser.imerface as recited by claim 20, whérein the request
comprises a first request and a second request inclqding a user idemiﬁer and a merchéml
identifier.

-_23.  An Internet browser interface as recited by claim-22, wherein the first request
includes a secure cookie.

24. An Internet browser interface as recited by claim 18, wherein said computer
code is further operable in connection with the processor for monitoring the l'memet':
navigation of the Internet browser by intercepting an Intemet address for each Inteﬁel site to

which the Internet browser is caused to navigate.
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25.  An Intemnet browser interface as recited by claim 18, wherein said computer
code is further operable in connection with the prpcessor for determining if a merc’hah_t web
site is a supported merchant we'b site. -

26. An Internet bfowser interface as recited by claim 19, wherein said computer
code is further operablé in connection with the processor of the computer for:

comrﬁunicaling a first request;
comm_um'caling a second request for a user c>redential; and
receiving the user credential.

27. An ]ﬁtgmet browser interface as -recited by claim 26, wherein the ﬁserf
credential is stored on a server, and wherein the user credential is at least one of a login
| identifier and a password, and .\vhérein the usér credential is specific to a merchant and 10 a
web site of the merchém. |

28. An Internet browser interféce as Arecited by claim 26, wherein the first request
includes a secﬁre cookie. |

29. _ An Internet brOwser interface as réciled by claim 28, wherein the second
request includes at Ieési one of a user identifier and a merchant identifier. |

30. An Internet browser interface as recited by claim 29, wherein the user
credential includes a merchant rules file for the selected merchant.

31. A system fc_)r facilitating automatic login by a user to a.web site using an
.Imemel browser and a computer, wherein user data is necessary to. login to the web site, said
system comprising: |

a server connectable to the Internet and comprising:
a data Stbra'ge device; and
a processor operable in connection with software stored on said data

storage device for communicating computer code to the user’s computer to add automatic
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login functionality to the browser, wherein the computer code adds automatic login
functionality to the browser that.uses user data to automatically log the user in to the web site. .

32. A system as feciled by claim 3l_, wherein the compuﬁer code adds a button to
the browser that adds automatic login functionality to the browser that enables a user to -
acée_ss a merchant list and to automatically login to a web site of a merchant on the merchant
list by Selecting that merchant from the merchant list.

33, ‘A system as recited by claim 32, wherein the button provides access to the
merchant list via a bull-doWn menu. |

34 A sy:siem as rec>ited by claim 32, wherein the cbmputer cod¢ facilitates

" automatic communication of a request to a server when a user selects a merchant from the
merchant list. | |

35. - A system as recited by claim 34, wherein the request includes a secure cookie.

36. | A system as recited by claim 35, wherein the reéu’est co_mbrises a first fequest
and a second request including a user identifier and a merchant identifier.

37. | A system as recited by claim 36, wh‘ere.in the first request iﬁcl_udes a secure
cookie. |

38. A system as recited by claim 34, wherein said brocessor is further operable in
connection with software for determining if the request includes a secure cookie.

39. A system as recited by claim 31, wherein the computer code monitors' the
Internet Anavigation of the browser by intercepting an Internet address for each Intemnet site to
which the browser is caused to navigate.

. 40. A system as recited by claim 39, wherein the computer code deter-mines if a
merchant web site is a supported merchant web site.

41. A system as recited by claim 31, wherein said server is a secure server.
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42. A system as recited by claim 32, wherein said processor is further operable in

connection with software for:

receiving a first r_equest.from a user,

determining if ihe first request is a secure request;

if the first request is a secure ré’qqest,-communicaling a response to the user;
and

if the first request is not a secure request, communicating a secure login web
pége to the user for display by the Internet browser.

43. A sysiem as recited by claim 42, wh.erein said procéssor is further operab]é in
connection with software for determiﬁing’ if the ﬁfst'request includes é-seéure éookie.

44. A system as recited by claim 42, wherein said processor is further operable in
connection with software for:

réceiving a request for a user credential; and
' Eommunicating the user credential to the user.

45. A system as recited by claim 44, Wherein a user credential is stored on a
server, and wherein thé user credenfial is one or more of a login identifier and a passwor-d,
and wherein tbhe user credential is spe-ciﬁc- to a merchant and to a web site of the merchant.

46. . A system as recited by claim 44, wherein the second request includes at least
one of a user identiﬁer and a merchant idemiﬁer.

47. A system as recited by claim 45, wherein the ﬁser credential includes a
merchant rules file for the selected mérchanl.

48. A method of cqntro]ling an Internet browser interface displayable by an
Internet browser on a diSplay of a compﬁter, the Internet browser enébling a user of the
computer and Internet browser to access and navigate the Internet and 1o receive and display

on the computer display one or more web pages from one or more Intemnet sites, including the
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display of a web page from a predetermined Internet site, the Internet browser having at least
one Internet browser toolbar héving at least one toolbar button providing a prédeter_m_ingd, :
functionality to the user of .the computer and Internet browser, said method comprising the
steps of:

(a) '.prdviding, at the predetermined Internet site, éccess to a program for
.co_ntrdlling the Internet browser fmerface; and

(b) making évailable for downloading by the préd'etem]ined Intemet site, a
file for disblaying a user toolbar making additional functionality available to the user as partv
of the Intemét brou:sér interfac_é, such that once the user toolbar is displayed, the user toolbar
* remains displayed, and said additional functionality remains available to the user, regardless
of the Imemét site to which the lhtemet browser is caused to navigate, wherein the file adds
automatic login functionality to the browser that uses user data to automatically log the user

in to the web site.

49. A method as recited by claim 48, wherein the user toolbar includes an
interface object and is customizable by the user to provide user-selected functionality in the

user toolbar.

| 50. A method as recited by claim 48, wherein the file comprises an ActiveX

control.

51. A method as recited by claim 48, wherein the file comprises a Plug-in.

52. A method as recited by claim 49, wherein the interface object is a toolbar

button.

53. A method as recited by claim 49, wherein the interface object is a search

window that enables the user to initiate a search at the predetermined Internet site regardless
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of the Internet site to which the computer is connected via the browser at the time the search

is initiated.

54. A method as recited By claim 48, wherein the predetermined Internet site-
maintains user-specific information for a p]urerlity of users, including the user of the computer
and Internet browser, said method further comprising the step of making available for
downloading- by the predetermined Internet site, information specific to the user of the
computer and Intemnet browser for deﬁning all or part of the user toolbar and wherein all or
part of the dispAlay of the user toolbar is dependent upon the infonnatron, specific to the. user4

of the computer and Internet browser, downloaded by the predetermined Intemet site.

55. A method as recited by claim 54, funher comprising the step of making -
avar]able for downloadmg by the predetermined Internet site, additional mfonnatron specrﬁc
to the user of the computer and Internet browser for defining all or part of the user toolbar,

and wherein all or part of the display of the user toolbar is dependent upon the downloaded

" information.

56.  An Internet browser interface displayable o)' an Internet browser on a display
of a computer, the‘ Internet browser facilitating connection between the computer and one or
more Internet sites, including a predetermined Internet site, the Internet browser having at
least one Internet browser toolbar having predetermined functionality available to a user of
the computer and Internet browser, the Internet browser further facilitating display on the
computer display of one or more web pages from the one or more Internet sites, including
display of web pages fro‘m the -predetennined Internet éite, said Internet browser interface
including a user toolbar that is displayed as part of the Internet browser interface and along
with the Internet browser toolbar while the Internet browser is activated regardless of the

Internet site to which the computer is connected via the Internet browser, wherein the user
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toolbar makes additiénal functionality available to the user as part of the Intemet browser
interface, suc_h that once the user toolbar is displayed, the user toolbar remains di§play¢d, and. -
said additional funclionalit} remains available 1o the user, regardIAéss,ot.' the Intemnet site to
which the Internet browser is caused to navigate, wherein said additional functionalit); adds
aﬁt_omatic logiq funcﬁoné]ity to the browser that uses user data to automatically log the user

in to the web site.

57 An Internet browser interface as recited by claim 56, wherein said user toolbar

includes an interface object and is customizable by the user.

58. An Internet browser interface as recited by claim 57, wherein said interface

object is a toolbar button.

59.  An Internet browser interface as recited by claim 57, wherein said interface
. object i1s a search window that enables the user to initiate a search at the predetermined
Internet site regardless of the Intemet site to which the computer is connected via the Internet

browser at the time the search is initiated.

~60..  An Internet browser interface as recited by claim 57, wherein said interface

object comprises an ActiveX control that enables user customization of said interface object.

61. An Internet browser interface as recited by claim 57, wherein said interface

object comprises a Plug-in control that enables user customization of said interface object.

62.  An Internet browser interface as recited by claim 57, wherein the
predetermined Internet site maintains user-specific information Vfor a plurality of users,
including the user of the computer and Internet browser, wherein said interface object causes
1hé Internet browser to establish a connection to the predetermined Internet site when the

Internet browser is first activated and to receive information specific to the user of the
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computer and Internet browser from the predetermined Internet site, and wherein all or part
of said user toolbar is dependent upon the information, specific to the user of the computer

and Internet browser, received from the predetermined Intemet site.

63.  An Internet browser interface as recited by claim 62, wheréh said imerface
object causes the Internet browser to beriodical]y re-establish a connection to the
predetermined Internet site while the Internet browser is activated to receive additional
i_nfonﬁation, specific to the usex; of the computer and Iplemet browser, from the
predetermined intemet site, and wherein all or part of said user too_lbaf is dependent upoﬁ the

received information and additional information.
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